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EXTRACTION OF SANDBOX EVASION CONDITIONS FOR MALWARE
BY COMBINING DYNAMIC AND STATIC ANALYSIS

A%
Keisuke HONDA
BEHE S&HE

EBUR 2R B T2 FE RS I I TR e e

In this study, we address the daily analysis of malware, particularly focusing on types that include

functions to evade detection. Notably, we examine malware that can detect an analysis environment, such as a
sandbox, and conceal its presence. We propose a simple and rapid method to extract the conditions under
which such malware detects sandboxes and avoids analysis. This method mechanistically extracts evasion

conditions by integrating dynamic binary instrumentation (dynamic analysis) and symbolic execution (static

analysis). As a preliminary step to experiments using actual malware, we prepared pseudo-malware equipped

with various evasion functions and evaluated them by extracting evasion conditions using the method
proposed in this study. As a result, we succeeded in identifying evasion conditions for 5 out of 13 samples and
obtained clues to evasion conditions for the other 6 samples. On the other hand, it became clear that there is

room for improvement in the programs used for dynamic binary instrumentation and symbolic execution.
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