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We propose a method to detect Byzantine attacks in federated learning, as well as a method for identifying
clients repeating Byzantine attacks. The Byzantine attack is an attack that a malicious client sending false
update information to the central server, in order to degradate learning performance at the central server.
Firstly, we propose a method that utilizes a sum of cosine similarities of local update information to evaluate
the authenticity of the local update sent by a client, through comparison with local updates from other
clients. Next, by using this method, we also propose a method to identify clients repeatedly sending false
update information. Furthermore, we clarify the importance of client grouping for enhance applicability of
the proposed methods in scenarios where each client has diverse datasets. Finally, numerical experiments

demonstrate the effectiveness of the proposed methods.
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