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Abstract

The contribution of the paper is twofold: (1) I show two
attacks against a cheating detectable secret sharing scheme
(CDSS for short) from NISS 2019. (2) I propose a certificate
issuance system of public key infrastructure with intrusion-
resilient signature and Intel SGX. Since the limited space
available for writing, this abstract will focus on the first.
The second contribution will be detailed in the full paper.

A CDSS is a variant of secret sharing scheme with the
extra functionality to detect forgery of shares when some
of shares are submitted maliciously. In NISS 2019, Be-
cerra, and Vega proposed a CDSS which employs addition
over Zgm as the verification function whereas the secret is
distributed and reconstructed with computation over Fom.
They proved that the scheme is secure and the bit length
of the share meets the lower bound with equality. In this
paper, I show that the scheme is insecure by showing that
only a single cheater can forge the resulting secret without
being detected by the reconstruction algorithm. I present
two types of attack. The probability of successful cheating
of the first attack is 1 but the pattern of forgery is limited.
In the second attack, the successful cheating probability is
less than the first one but the pattern of forgery is more
flexible. The successful cheating probabilities of the pro-
posed attacks are evaluated with the careful analysis about
structures of additions over Zsm and Fom, which will be of

independent interest.
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000000 000001 000100 000101 001000 001011 001100 001111
010 010000 010001 010100 010101 011000 011011 011100 011111 o1 (= 32
110 100000 100001 100100 100101 101000 101011 101100 101111 ! (7 276)
110000 110001 110100 110101 111000 111011 111100 111111
011 000000 000100 001000 001100 010000 010100 011000 011100 g2 (— 16
111 100000 100100 101000 101100 110000 110100 111000 111100 2 (7 276)
100 fERED s € Fyso 0 270 (: %)

4 HEEm

ARIFETIE. Fom & Zom EOIMEOFELIMEICEE L, BV
FRIHT 2 ZDOOREER LTz FEENINLOKEE
AWZZEeT, e =2 X dEVERTHEHITLT LI Y X
LANDARERBNTZ N TES, —DOHOKEIZ, W
s=(81,...,5n) DEHBD s; DIk LAy ML THEED
BIENTE S, ZORBIIMER 1| THRECHYT 2, —2H
DHE N, —OHOWEBEZ—RLLI-HETHD., —D2HD
WEIZMATHRAZDOD s; DIEEDOE v MK L THEED
TE %, ZOWRRIMER 27w Am—11) (wy(App_1.1) < m
PSP D D) TARERENT 5, Lo T, BV HRiF
€e=2"" X HFRXEHOVAERIEREFFO2D, BV 5
Y OKS ETNMIZBWTEZETH S LIEF ARV,

BE
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