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Cyber-attacks are increasing every year, and the scale of damage is also growing. Since malware is

commonly used in cyber attacks, the number of malware detections is also on the rise. Since it is impossible to

respond to malware by analyzing them one by one, many research efforts are being made to develop detection

and classification methods that require as little manpower as possible. Malware analysis methods can be broadly

classified into dynamic analysis and static analysis. In this study, we focus on dynamic analysis, which requires

a relatively short analysis time and is suitable for processing a large number of malware compared to static

analysis. We believe that if the purpose of an attack can be estimated using information on the names of API

functions invoked by dynamic analysis, it can be used for damage assessment and recovery. In this study, we

analyze the order information of API calls obtained from dynamic analysis to estimate the purpose of malware

attacks. As a result, we show that the relationship between the order information of API calls and the attack

objectives is characteristic.
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