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EVALUATION OF PERFORMANCE AND INTERPRETABILITY OF A MALWARE DETECTION

METHOD FOCUSING ON A HIERARCHICAL STRUCTURE OF EXECUTABLE FILES
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Machine learning-based malware detection methods realized fast, accurate, and flexible detection. How-
ever, their internal calculation processs tend to be black-boxed so they are unreliable and not used for com-
mercial anti-malware softwares. Although some studies proposed interpretable malware detection methods
to tackle to this problem, there still is a problem that there is no quantitative evaluation for the inter-
pretability. In this study, we propose a novel method to evaluate the validity of the interpretability of a
model by observing whether another malware detection method diagnoses a malware as a goodware after
removing important components in it. Also, We propose a new interpretable malware detection method
that utilizes a hierarchical structure in executable files: there are many functions in a file, and each func-
tion consists of assembly functions. Our model performs assembly instruction-level analysis, function-level
analysis to analyze file using attention mechanism. By analyzing attention layers, our model can show
which functions and instructions are suspicious. in this paper, We evaluated its performance and the valid-
ity of interpretability by experiments using applications of Android OS and Windows OS. As a result, we
confirmed the model has high detection performance on both platforms, and the interpretability is verified
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DA SHECE D S v Z L2 m EEBIRLBREL .
nICR 2752 H 72> T ¥ DD bR »CHEME

*8 https://ibotpeaches.github.io/Apktool/



BRI T 2 EZ N2 70, nICRICEHL T
0,1,2,3,4D 5250 — FETITWV, ICR 217275
B THEEMINRICES D 2 A L7z, S8 —F
$12 & % nICR % nICR(seed=s) ¥ Kl T 5.

4. #ER
(1) PFEERYBEITFEDRMBEDFHEER

%3, Windows 7 7V —>avyDF—Xty MIB
WC R B AT Tk & MalConv D223 4 1 & FE ST
EERHE LR ER 3ITRT. R30S, AERICB
WX BT RO~ LY = 7 EIEE I MalConv
DN = 7 HARE L RS EOBAEE R > TWw3 Z
EMbhb.

# 3 Windows 7 7V 7 —2 a YIZBIF 3 & TEOK
HIgE D HIERER

Fik EfE%R WEE%E  HEER F1 AUC
e e 11
g 0775 0734 0855  0.790  0.833
hdjﬁi?nv 0.724  0.725 0.724 0.724 0.803

X2, Android 7 7V r—vayDF—Xty MIB
W T BEJE AT T & DexRay 228 #12 & A6
ERHAE LR ER 3ITRT. £4056, AEBIC
BWT D BB FEO~ LY = 7HRHATAEE DexRay
DAY = 7HHRE L IREFAErZNLL ETH L Z 2
bhrb.

# 4 Android 7 7V —3 a3 YIZBI B3 ETFIEORK
HIBEDHIE RS R

Fi EfER AR HEER  F1 AUC
Ry
N . . . 764 .832
WAk 0.763  0.759  0.770 0.76 0.83
DexRay
(18] 0.780  0.810 0.780 0.795 0.814

(2) FEBHREIRFEOHIMIEROZ A DREFIAIC
& BIREE

U ®»iZ, Windows 7 V75— a D7 A M7 —
APZEEND AT = 7L, (b) BiTiARZ XS
WEBOBREREZEZ NS, ICR BLU nICR % #
MU 7&5 81D W TIREEE 7L MalConv [17] THEMA:
MR EPHE LIERER S IORT. K5 &0, Wih
DEBDOBRERDLGE TS, ICR 21T - 123545 OEMK
HERIZE D nICR 21T 72 5HE OEERHE LD KN
bbb, £/, ICR & nICR DWITHIZDOWT
b, 1ETHEBERELZGEIIBEEERE L) >
72356 v LEREEBHERN 0.1 LLEE RS2 Z 2 23b
5. X2, Android 7 7V —>a DT AT —&H
WEENEZALY =271 L, BBOREREZEZ
5, ICR B XU nICR % L &5 EITDOWTRIEE
7V MalConv [17] THEMMHRZAE LEREE S
WRT. £5 &0, WINOBBORERDOELEE TS,

ICR 21T - 7258 OEEMINE YL nICR 21T 5 E
OEMHER Y TEZHTORWI 2 bh b, iz,
B ZRE LG E LBREA LRWVWIES L BRI RICE
Wi o721E0, & 41281 % DexRay D&% & B
ZHOTORWEGEOEERLRIIF L R21ETTH
Wb rbb T, BEDHHIEEMER 0.1 BES
WZehbhrb.

5. ER
(1) PEEBRYBEITFEDIRMEEDFTE

Windows 7 7'V & — a Y IZB 3 Ml EER T
T HE AR 12 B WV TR B e F 50 BEF 1% Mal-
Conv t FIFEDOMAIFER, Android 7 V7 —>a Vi
BlY 2 FM5EER T b B NENT FEITBIFETFIE DexRay
CRIFOMABEE R LE. Lo T, N —08%F
RX—BRDF 2a—=VZORMEIDIEEZ LNV
FTHDT 5 v b7+ — LITBWT b BT T3 EE
GFFELRSEM Eo~LY = 7TRARERZF v EZ oh
5. ARM zrofiomaty b7 7y b7+ —AI12
BT hms, B, Bk v -EENREEE RHT
ZrIEAEETH B E Z 5N, Android 2 Windows IZ
IR o SRR FEE~ LY = 7TRAFEE LTER
THH>Z PG TEZEEZLNS.

F/, ETNAEECHEHATARMEICL > TIEES
WCEWWMEIREZ ZEL T 2 C e iffTE 2 e ER b h
5. ETNAEEDOBISTIE, 40X File Encoder %
Function Encoder IZBWTHRIF— X ZUH T 3 ET
JL& LT Attention BEME (T = WA LSTM ZHAH L 72
A3, I-MAD [4] THIH LTz Star-Transformer [10]
R, BEOBIVIREZ ML ICEHE L AREBREB X Us
BiH AR Z B LB A L2 3 L7z indRNN [19] 2 ¥
LSTM o EfiHiar 2 2 EF L b ZHIRR STV S
728, ZNH% Attention R FIHT 2 2 TX B
ZRAIREDM EDHAFTE R e EZ NS, HHT 2%
BEOBAETIE, FICIMAD O XS IZ7E> 7 VUM
BRI THL, BIEAND ascii XFFNEHRP, 1 ¥ R—
M 2B OERE blAEDYE S Z r TREBED M L
EHIAD DL EZ NG, Tz, SEFHGEZIT - 7250
JERIENT R B W TITEREITIC D 72 o TARKRE RS
BRBEDDH B HMMTRFMTEY v S wic k 54l
G RAE L, —HomArHMMIcRYT -4 LT
Wotzlzh, O IEEERBTEL O RETIL
ZICHT 522 TE O RIBHBEM L RiAD 2 & X
5B,

(2) FEBHBIRFEDOHIMIRMOZEMDREFIAIC
& BIREE

Windows 7 7V & — a VIR 3 BERIFETICE
WTIE, nICR @ > — FMESLEEGRERICED 5T, ICR
AT o 7258 OBEMEMHED T nICR 21T - 72356
BEUHMRIERI D K Ro7k. 2D ex s, ICR Tk
EEINFBEBIIRREE 7L MalConv [17] 128 o THHE
DD BB TH - AlREEDEVWEEZ NS, &5
12, MalConv IZFEBHET FE L TR D 72> 7V



#£ 5 {RFEE TN MalConv [17] O&GE TOEEREHE

- ) RO EH B E
RROBENE 5o TTm 2@ | 260 18 | 2%0 28
ICR 0.547 | 0.573 0.552 0.503
nICR(seedzO) 0.598 | 0.617 0.585 0.536
nICR(Seed:1) 0724 0.595 | 0.609 0.576 0.520
nICR(seesz) ’ 0.577 | 0.612 0.582 0.517
nICR(seed:3) 0.577 | 0.618 0.576 0.510
nICR (sced—4) 0.601 | 0.617 0.579 0.530
# 6 {RAFET L DexRay [18] DELATOEMEMHE
: : X5 F ORI BRI
AV FOREIE o T w Tom | 2o 18 | 260 28
ICR 0.947 | 0.936 0.941 0.947
nICR(seedzO) 0.936 | 0.935 0.941 0.925
WICR (seed=1) | . [0.947 | 0.930 0.047 0.947
nICR(seedz?) ' 0.936 | 0.930 0.925 0.935
1ICR (seed=3) 0.936 | 0.941 0.941 0.941
nICR(seed=4) 0.936 | 0.947 0.947 0.930

BEWDT, Ny XERCEMGER DR T — 2% AT
YL, EFAEELERZ s, BRENENFIED
B L~ ToHIROZ 4 EE e EZI 5N 5.
— 5T, YoBEBREELICBWTS ICR & nICR T
DEMEMRHRD 1 0.01~0.04 R /NXW—15T, Fif
KT OB ERET 2020 HAE DB OERILIE
HWICKE WD, ICR 2T B EOBEEMIEE LD b
nICR %17 - 72358 OEEME RO MK 72 D, il
RIAZYTH 2 LT E R R 2AREED H 2 2 E
ZoN%. Lo T, ARFHEIC KD HIKHRILO 2 4%
ZRLUTHEEEDIA T2 TH 3 b il X 2 nlRetED
FREREINTEY, IVEEEEEDL/-DIZIEEINEZ
CDY—KEDD L TnlCR 21T\, HFAEET ML
TH 1 OTEREBARIRNEITHE2EZONS.
Android 1281} % BEJE M ENTICB W TiE, nICR O
Y — FMESLHBRRERICED ST, ICR 21T- 725
HOBEMEBHEYL nICR 21T- 2550 BRI E
WCEDRA NI o 7=, DexRay (XFEJE RN & F L
classes.dex ZENINRE T2 Z &%, MABEICE T
ZEBTEVRABEPHER I ATV S Z 5, AR
FEBROMEREIEE 2 % ¥ Android (2B 1F % FEE I fEHT
DOHIWRM O Z LI AT ThHhdeEZILNS. L
L, a4y, BEEL, MARIK Y w5 [F URRERET ik E
¥ 3 Windows 7 7V 7 —3 a izt 2 BB ENT I
BOTEHEROZ Y RS h 2 e s, Bk
WSR2 DY 72 0 o T2 J RN HI T AR L 23 2224 T U 7z
WSz BATRER B E X b B, flZIE, AR5
RAZHBT—&REy RO ILY = 7HANZBIT
WERY, BRI D - 5 EOEMER RIS L
{RBIITTH B, HBEDHPEERHERL 0.1 FE
BV WVIRBERIHTHWE., F—&Ey PO LY =
7 & HIWARIL O Z S D MEEIC W2~ LY = 7 ¥ Tl

REMRZF R VD, RMEREIT S 1CH - T,
B ey 27 F =Xty P EERT2I1CH
725 T® apktool I\ &k 2 ER & HHK 21T o 7. 24U
X270 77 nOREANLZEIZIZNEEZHNE D,
classes.dex DAFICETEIEZ D, RIEET NV
DexRay OifAliERICHE R MIEL2AREENE 2 50
5. L7h 5T, DexRay DIIMTH R a— N Z TR
CTRMAETNAEHET S 22, HOBEERE A
ZHH T 5 2 22 & b BRI O HIRIL o 24
HERD LN BAREEIRINTVE EEZOLNS.

6. #am

AR TIE, FITHMRMOZ Y Z (K2 X b 2ofd
HONCHEE T 2 FEERRE L2130, OB HIMR
BT o 7=h 20 S B L AL OHIBTRIL, BB TY
DOWHBPWARI & 72 o 725 2 W0 S5 @dy Lo o
Bz RS 2 2 e T2 2BENRITFETIREL,
Windows 7 7V & — a3 B X Android 7 7V 7 —
¥ a VIZBWTHAIREZ IIE L zi3h, FIMRlo 2224
MEMFEL /2. ZO/E, WIho7I7v b7+ -4
BT BT FEIIBHEFE & RS L oBxEE
RROZ PR TE . LA LAENS, Windows 7
TV = a VIZB T 2RI O Z S IS REE S %
YW TE/]—HT, Android 7 7V Fr— a »IiZBI
ZHIWARLD Z Y RAET A Z e DI TERP o 2. 5
®I%, BWAEE e IR O Z S 2 e fFo 7 v F=u
v = 7B OETNCAY, BERED M L2 K 3  FIRIC,
REEETLVOHEES, BEOREAEOHREREIZELD
HWTARML D 22 M % X SICFEHICIRGEE L 72 W,
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