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RETHINKING OF ANDROID MALWARE DETENCITION USING MACHINE LEARNING

LR —
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The Android OS has been gaining market share in recent years due to the increase in IoT devices and
the popularity of smartphones. In general, attackers target systems with a large number of users, and the
number of Android malware victims has been increasing. In 2017, it was reported that 750,000 new Android
malware were discovered in the first quarter alone. In 2017, 750,000 new Android malware were reported
to have been discovered in the first quarter of the year alone, making Android malware an urgent issue
to be addressed. In the past, three methods of malware detection were used: surface analysis, dynamic
analysis, and static analysis. However, these methods have disadvantages in terms of human and time
costs. Recently, in addition to these conventional rule-based methods, detection methods using machine
learning have been reported. In particular, methods based on deep learning have been attracting attention.
Compared to classical machine learning methods such as logistic regression, methods based on deep learning
are said to have higher generalization performance and more accurate detection capability. Many reports
on the application of deep learning techniques have shown accuracies of over 90%. However, in the case
of Android malware, which is difficult to collect data, it is often evaluated within the same dataset, and
overtraining on the dataset is suspected. In this study, we evaluate the generalization performance of the
model on both known and unknown datasets. In addition, by comparing classical machine learning and
deep learning, we reconsidered the pros and cons of using deep learning. As a result, we found that the
discrimination accuracy of the unknown dataset is about 10 15% lower than that of the known dataset.
In addition, there was no significant difference in accuracy between classical machine learning and deep
learning.
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1. FL&IC

Av—b+7 3R loT DEXIZED, Android OS i
Windows OS Z#1ZX b v 7O = 7 Z2FE->TW5 [1].
Z <L DGE, REZHEXY =7 DEWD DI LIKE Rt
BT 2. 2017 FEIEEE 1 U T 750,000 (RO FT
727% Android v Vv = 7HAFERIN WO HED L
BoTWVWd [2. 2O EHH Android VY = 7D
MERIFEFBTHLLERD.

—fRENZ, BBEZT TSV T—arheLy T THD
PESHhERHETB-D1C, 3ODBMFENRHVSA
% [3]. 1 oHIERBERENTH . RERITIE, 774
NP EENIXFINREDFAETS. EFNLTVWEX
FHID I, FTRBKEOER LR DT —ND KX L v
X URL%%2B25 2B TE 500N H 5. 2 20HD
BN CIX, ¥ RRy ZRABETY 7V r—>a v
PEID LN LTV L., EBICE» L, B
L—RXF 3 TEEDDZHEEREEZROITIRTL
3. LT, ERROZODMMTFEEREZAT, 5
Wi {FAE T 255G, 3 DHDOFIETH 2 HIVENTHS
Auwohd, BIENE, #7722y 70iar 4L

LTEHNd Y —Ra— FEHREICICHEN ST 2 FILT
HH, FZ Android 7 7'V DA TH % APK(Android
Package Kit) 7 7 A L DE, Hiavy i r3sZt
T, Java DY —RAA— FREEEILTEIENTE .
B2, BT THWwWs Zickh, vy = THEK
BN 2 HEF T 5 7D T 2 HFilk S 28
PREBH Vo Rl 2 e TES. Ll
BH5, Hxx—7 v M7y 77— FEIUEZ TS
LW 7Y r—2a LT, ZhsDFEEHV
TNy 256, Z2LOANaR L EREDPDPD»Z. Z
NeZFInoDFEZHILT 2 HENSHRRS
NTW3 [4-13]. Enck et al. [10) &7 SV Fr—>a v
DEFIF R L, REZBRAIT 2B R—2D~< L
v = 7HRHEIS AT & Taint-Droid 2428 L TW5. KE
Bt N—R ¥ L7e> A7 42 LT Canfora et al. [11]
A Android Dalvik ARa— RFE2EHL, ZOA4ARa—
FOBERXESWTEED L7 TV = avyhfih
ZHANT B AT ARBRELTVS. FHRNT 2R — 2
LY AT e LT Mercaldo et al. 23V — X a—
F% CSS(calculus for communicating systems) X228

L, V7V 2T70EEEREF v 7 TBEXV Y R%E



FHALT, Y30 7HBE2HIET2EZREL
TW3. %7 Damshenas et al. [12] &% —N— LT
TV —2a v EEFTLTEDY AT Aa— LR
L, 7% F % 24ERTBILT, P72 F ¥y R—RIZ
2 —H—ANEBEAT D T L BT 2 A S bE
72 MODroid & FHIN 2 0HIL S X7 L 2R L TV 5.
L2L, ZOHDOFETH AR IR+ OB RRX
NTELT, ¥z, FESHMEDO LY = 70BN
&, BT RBINNT 2 & 518 501 % Android <L
V7 DR EFETEHT2DEXRETH 2 20
D 5.

ZITHETEINGERDL—ARN=ZADT AT 4
WA, B M % v Z ¥ T Android w17 =
7 DA Z AT ME DL STV [14-18].

Afonso et al. [17] i& Andorid 7 'V —2a v 0
APIMUH LR 27 2a—L%2FHL, K- FX
TR=IY, RADT7VFy b =2, RERRY
WL OO H B ZEREE T LY = TR 2TV,
0.968 @ accuracy Z#E L TW5. F7, Milosevic et
al. [19] 13 BLAY 282 H 2 I0H L M T2 1R %R
LTW53. Milosevic et al. 1%, APK 7 7 A L%&EWay
RANVLTELNG, =3 v ya VERPY —Ra—
FEFHALT, SYXL7 LA MBI AT 4 7 A0
&, TR—bRNT K= R DREN R EE 7
NTYVR L, T, FREDT VYV INEEEHNT
0.956 D fl-score ZEW L TV 3.

X HITEFE O TIE, BEAEE B o FE I
Bk & B FEE FEOFR THEBEE L MA L FIE
BEZLIIBEINTWS [3,20-31]. Mclaughlin et al.
32] BEH L7 APK 7 7 A W6y — 22— FTH
5DEX 774 VEWMOHL, #7722 TN LI=DBIC
BAHAHB=2—F )ty MV —2 (CNN) T3 2F
ErREL, BVWHEELZIRELTVWS. £/, Hota et
al. [29] 1% Mclaughlin et al. ¥ [{#{IZ Dex 7 7 £ V%
WOHL, ZDbytedE 1 DDRFa X AL
T Doc2Vec [33] 12k %, Dex 7 7 A LDREERERY b
NEERITY, CNN ZHWTHAZTS ET Ve RE
L7z. L»L APK 7 7 4 VR BT 2855, BN
BAIDADBMHEETH 72D, BMANCKEL 222728 D
MDD 5.

Z ORIz L, Hasegawa et al. [34] 1X, APK 7 7
ANVDRERZITHOIHRED 5 WVIEKRE 512 N4 F 25
4,096 A4 FEASE L, 1-D CNN % HwCail % 1T
W, 10 DEIRZEMGEEICBWT 95.4% 205 97.0% DA
BEZERL TV5.

RIEEBE %20 U7z F il d i 8 25 i e
T, TULHRES @<, XD ERELRRAENZHES LS
b TW3. LA, L Android v LY = 7 %2HH LT3
AT 2T DT =RIFINEPEHL L, REDT—4%H
BET3ZePRETHS. ZHUFVEI—DT—X 1y
FATEHlIZIT>oTCW5 2 dH%. Android L7 =
7 DRHIZ MR L72% { OWSET 90% *i# 2 215
PHESNTNEH, PEOTF—LZ2HMHALTVWE L

Table 1 EFMIE > THHIL 123 F—&XIZOWT

F—tv AMD Drebin 7y Fvz7

7= 28 24,629 5,556 5,247
BN T — 2B 27,164 4,697
S T 7 — 28K 3,021 550
&at 30,185 5,247

WHES TF—=&ty hADBEENEDONS. ZOZ D
5% OMETHEEEE T VR L Z2FRSHGT
ZIULHERED A EMNEILTE TV 2 0EERIDK 5.
AT T ERIYEMNT CTHZ IR 2N % Android 7
TV —2ailBI}IEY—RXRa—RKThHbdex 774
NEREBEHD APK 77 A VWO B LA LTE
YRR FRe T4 — 7 7 —= Y ZE TV THA
PITWZ OREIMRER LIRS 2. £ 1 —To7—=V
=TIV IN D KA T — ZRADORHAEN 2N B
7202, FETEAHLZWT =Xty MRS 28451
R L 2 35 5

2. EE

AR TR EFETH IR IR T 4 v
ZE, SUELATALRAL, PR—IRTZE—<
VOB ETFETH B ONN 2o 2T 7 L% g
T5.

(1) T—=2tvkh

WAlETMICE o TBERIE 22 7 — &ty b (LUE,
BT =&ty P2MER) 2 LT3 207 —&XEy b %
EFHL?. zo—8%zdf sy —x2 LTHEHALT, &
BTBETNICE S TRAERET—X v b (DIE,
KHT =Xty b EMER) 3 251687 & ik L
7z. BEANT7 =&t v MIZ v FU = 71213 Hasegawa et
al. [34) THAEATVWEF— &ty F LAKObOE
FIH U7z, ZDFMIE Appsapk [35] & Apkpure [36]
5 Android 7 U —>a vy EIEL, &7 62
DY =% HWTHAET % VirusTotal [37] I X 2 E
2TV, BT L2y — s 2 {HLL T D &R 5,247
thTH%. <Av =712k AMD [38] F— Xt v kb
Android Drebin Project [39], [40] 7—%+t v tZFIH
L7z. AMD 7—&+t v MG 24,629 kD~ LY =7
MoK ET—X+Ey M THB. Android Drebin Project
FT—&ty MIAF 5556 RO =2 7555 —
Xty b THB. ThHDEE 30,185 (KO~ LY =7
Y 5247 HRD 7y R v = 7 %48 Fifi=9:1 12H 1) T
L7, Table2 CEHEWNBRBTZELD 5.

KHF— Xty MIEFNMICE o TRADF— &R TTF
2} EAF5 72 1c CICANMal2017 7 — &£ v k [41]
ERIHLZ. 207 =%ty M& 2015 55 2017 4
WIREX N7y FY 27 1,700 A~ = 7 426
®, Bt 2,126 kDF—&Ey FTHB. vl vx
TOREI WAL NTBY ZONRIEZ Fu =7
10418, 2% L6727 1014k, R 7V 7 11214,
SMS <Ly =7 109 ke 7o TW3.



Table 2 EFTNMZE o THRAE 122 T —XIZDONWT

F—XEy b CICAndMal2017
D ~v=y Ty FRv=z7
F—2H 426 1,700
RNV T — 28 0 0
i N2 7 — 2 426 1,700
(2) HEHEMBWHEZFE
a) AN

ANT 27 —=REREMD APK 7 7 4 2 54
L72DEX 77 A V&2 L7. DEX 7 7 4 L% An-
droid 7 7V —>a yicBlI 3 Y —Ra—RNiZbib
Z7ANTHY, HIRFEEZHWBHITZ CRHAER
TWB37 74 LD—DTH5.

b) HIMIE

HILIIZ 1T Bag-of-words %@ L 7. Bag-of-words
WBEICERSHEUETHHAINS FIET, XEICZOH
EOEENDILESPRHET L HETHE. TOXE
HICHRE L HEBDS WS DB ENE 02T Y T 5.
REBED AN byte FITH 272D F DAL v BN
UHBR L2 b > L.

) EFNL

ETNMZERIRT 4 v ZEIE, Y RAT7 4+ LA
PR—-IRTEX -V RERHL.

(3) FEBEZBFE
a) AH

AT 27— 2T BLIRE I Tk & RIS R E R
D APK 7 7 A v o il L7z DEX 7 7 4 V&2 R L
7z. DEX 7 7 4 WZ Android 7 7V r—3 2 2B
Y —RA—RNZHb7 7 A NVTHD, HHFAEZH
WAITEZ K FHENTWE 7 7 A LD—DTH 5.
b) HIMIE

LI 2 DDA FEZMHA L. 1 2HIZ Hasegawa
et al. [34] PRELFEOP TR SVBEIRE X
NTW3, SEUH 1,024Bytes 21D T HIETH S, K
EFRTlX APK 7 7 A VDS TIX 2 < IH L 7= DEX
77 ANDEHEEZMHEH L. 2 DHIX Hota et al. [29]
A3 Andrid =/V0 = 7 QAN BT 2 Rl Ak L
TIBALZ FExa XY bRAILOBEFEE RS MLTRET
% Doc2Vec ZfEH LT, % DEX 7 7 4 L% 1024 Xt
DR b LTHIN L.

c) ETIL

FEERCTHIH T % €711 Hasegawa et al. [34] DL
THHZINTWSET LV EFED 4 B 1-D CNN zF|H
L7z, 72720, HoTEHERE % softmax 55 sigmoid
WEBELE. ETOBHAAABIEIIX1 DT 4 V&% 32
s, 3XTD Maxpooling D7 —1V ¥ 7% 4 XX
5x1TH3. BAAABIZBWTRAMIA RiZleL
7z. 7, TRTDOEAIAAEIZ Batch Normalization
CIEMELRIE ReLU Z#MH L7z, AJ1% 1,024 N1 b &
L7zt EDET LD % table 3 IZ/RT.

Table 3 1-D CNN EF/L DAL

AJ1 (1024 x 1)
BAIAAIE (5 x 1)-32
Batch normalization

ReLU
BAHIABE (5 x 1)-32
Batch normalization

ReLU

Maxpooling J& (5 x 1)-32
BAHIAAE (5 x 1)-32
Batch normalization

ReLU
BAIAAIE (5 % 1)-32
Batch normalization

ReLLU

Maxpooling & (5 x 1)-32
A NE
Sigmoid

Table 4 Accuracy

E7)V Accuracy(BEHI)  Accuracy(ARH)
OYAT 4 v 7 HR 0.945 0.676
22 IVEADS 0.938 0.609
SVM(rbf) 0.951 0.630
SVM(linear) 0.870 0.730
Doc2Vec+CNN 0.833 0.200
CNN(Hasegawa method) 0.967 0.687
Table 5 AUC
E7V  AUC(BEMI) AUC(CARAI)
Y RAT 4 v 7 HE 0.929 0.764
SVYELT A VA b 0.958 0.841
SVM(bf) 0.929 0.802
SVM(linear) 0.908 0.758
Doc2Vec+CNN 0.467 0.453
CNN(Hasegawa method) 0.986 0.876

3. &

RIND T — 205 2 A E DRIl 217 5 72912
B 7 — &t v M3 % accuracy & Receiver Op-
erator Characteristic(ROC) Hi#® THTH % Area
Under the Curve(AUC) ZHH L, HET LI L DFEE
ZHE L 7.

4. HR
BEETNOMHIT -2ty b, RHF =%ty bxt
9 3% accuracy % table.4 IZ7RF.
ZEFLOBMT— &ty b, KHIF—&Zty MiHt
3% AUC % table.5 IR
Doc2vec+CNN DiE[F{TH% Fig.1 I27R7.
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Figure 1 BEHIT7—& () e RHT =& () 9 %
Doc2Vec+CNN £ 7L DIEFRAITH

5. EZE
(1) HHEMENEEFERCEBFEFEOLR

Table4 & b, BEHI T — & IZX13 % accuracy T it
2N EE FEOPTHRD BV D DIE SVM(rbf)
D 0.951 TH o7z FFFEETETIE CNN(Hasegawa
method) @ 0.967 TH o7z, RFT — XWX T % ac-
curacy Tl SVM(linear) %3 0.730 2% b @<, KT
CNN(Hasegawa method) @ 0.687 TH - 7z. Z DOFGEHE
5 IR TFE  EEFEFIETIE accuracy 1IZBW
TERERBEOEIR RV b5, Tabled
k0, A7 -2zl TthRbEmwWRa7iishni
D% CNN(Hasgawa method) @ 0.986 T, KHIT— X
WKHRLTHRSEVWRATT 0.876 BELNTVWE I EH
0B, BETIE I Y XL 7+ LA MNTH OB T — &
AT 2275 0.958, RHIT—X T 2237
0841 TH2%. ZHHTH 2DDETAMDORATITK
XRENHDZ otz
(2) BT —R KM T— I T DEHEES D LEBX

Tabled, 5 XD, YOEFNIZBVTH AT —RIC
K322 a7 FBEHIT — 2 5 23 IR T/
{BoTWVWBZelNbhs. ZHiE Andorid v 17 =
7 OMHANCEWT, T—Xty FDRFX A s 5
FEPEETWL I eAFRREEZONS. 1y =T
DUVEERLINERRFIC X > T &S5 BT — 2 0HET 3
IEBNINEFEREILTVWIRIEEZILNS. LHL,
Doc2Vec ZHH L= ETFLZRE, YOETFALTHRA
T =2 L T —EDHBAGENIFETETWE. 20D
7= OB RN 2 AW~y = TR BEERED
BEEPDHDLEER 5.
(3) Doc2Vec ZAW=ETILICDWVWT

Table4, 5 &b, Doc2Vec + CNN EFLiIfhD €T
NMZHRTELLRAT7BEDBTWDL IR DLND.
Figl ZR2 2L D7 -RXIHLTY LY 27 TH
2LWVIBANEToTLESTOVWRI DRGNS, Z
UI Dex 77 A NVAZBI 2V T =276 LS 2RT
DT 7 A NEBRITHNZ & T —FTH B Z 223,
Doc2Vec TREIERENRY PVIEBRT BB~y =7
LLEERHE LT L HATER2 o722 2 DRR
TRARVWILEZLNS. T XD CNN TR
KT —2BDZ0<Ay =7 AL TLES ET ML

“oTLEoktEZOLNS.

6. FLHOLSERODEE

AL TIEET ML > THAITH 27— R & RHIT
BT —R2ENETIFHEZAT S Z & THEREE AV
7z Andoirid <V = 7HHIDS, RIHICHILHREZ ES
LTW2D0%2HERT 2L 2 HIC, HHMATFMHAEZY » %
BEEORICENTIZTEZD D D0 HR LTz, 2O
B ZLLOTFT—Z2%2INET 2 Z 2 »# LW Android <
Ny = 7 RAITE AR S, RETE & IR
T— 2N L TOFBINIEEDS TR ->TLED 2227
Mot Fie, HHMAEMEE L REYETFEOMTY
KRERBIRENOEBR SN ol s, w2 v
3R b ORTHBIEWYAEFEZMES 2otk
Vo bHBL20SZehbhoiz. L LEBEYEF
FEOHFBRREEENHZ Z 2 b 0h o 2D THHRIX
ETADORME LR Y TRIT — X3 253851880 oM
F2HEBELTNL.
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