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Secure Home Networking method using SDN
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As the number of devices connected to the network in households becomes more and more diverse,
cybercriminals are shifting their focus from traditional network devices to 10T devices, which are
vulnerable to malware and other attacks due to their insufficient security measures. 10T devices are
vulnerable to malware and other attacks. If a device is infiltrated by such an attack, it will be able to freely
access other devices in the home network, and the spread of malware will be missed. However, using
conventional firewalls and anti-virus software for protection is difficult due to the complexity of the home
network itself and the specifications and cost of 10T devices. Therefore, in this research, we propose a
system that minimizes the damage caused by attacks by dividing the network segments according to the
policies of the devices and users connected to the network in the home network. Specifically, we propose
a flexible network configuration by using the concept of SDN, in which the network is centrally managed
by a program. From the verification results, we have shown that it is possible to divide the devices
connected to the network within the home network and control their communication. In the future, we
will need to continue to implement communication outside the home network and isolation of malicious
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