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Encrypted and shared file system protected from cloud environments using Intel SGX
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Abstract—The platform of cloud services is a system con-
sisting of huge physical machines owned by cloud service
providers. Therefore, users of cloud services need to trust
the cloud service provider to handle data on the cloud service
or handle information protected by encryption or other
methods. However, in the former case, there are incidents
of privacy violation by cloud service providers, and in the
latter case, conventional encryption methods cannot process
encrypted data, which limits its functionality and causes
delays in encryption and decryption.

In this research, we propose a protected shared file
system that uses the cloud service as storage by using Intel
SGX, a type of TEE technology. Intel SGX provides an
isolated execution environment by deploying an encrypted
memory area called an Enclave. Only encryption-protected
data and Enclave-protected applications exist on the cloud
service, and the file system can be mounted by the local
environment by the formal owner. In addition, it can be
mounted in multiple local environments and other SGX
applications, and treated like shared storage.
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2L, e 7 7 A VY AF LITFEIET B
T 7 AIVENEZ BB OWTIMT 5, EHAlEY 5
A7 77— 32 OPEN 4% AL TH
5747V N7 TV =Y a vy THEEREIEINS
 TOWEBTEMZ . 10000 [ O E TR % 21&
T5, ZOFETIX 100 HDT7 7 1 IVRART—R %k
K9 2 REFIEROESIILE 7 71 LY AT L & 10000
DT 71N ART—REFRRET 2 REFIEOR 5L
BI77 ANV AT AIBEWT, F O EFTHE %2 21
35, OPEN i DONE L BB T 7 A NVDARTF—R
I, HHBEOMIRIZREIND L SIZ U, 2tk
. OPEN W28 5 7 7 1 WIRE D % EEFT R
EEHHT A Z 2 TE D, £ 112 OPEN D E
T2 RS, 774V AT ADEHT S 7 71 LI
100 DA 4294 <1 20 THD., 771NV
A 10000 DEGEIL 4449 w1 7ufRpTH B, /2. T
NENOVHEFRBON, @EITHELbN 2R~ IXZ
NEFN994% & 96.9% TH o7z, 77 ANV AT LN
EHT 37 7 A VBOBEINZ L > TH—N—~vy ¥
T 50, EROEFEBIZH LTI ErTHY 5
A BHEBITINZ N,

2 OHDFGE LTI SA TN )V r—ay
75 READ 4 & WRITE 14 2 47 U CHERVES
N5 ETOETHBZHBILT, XET77 VY RAT L
IZ Intel SGX ZEATBEI L THRET LA —N—~AY

% 1. OPEN 74y O ¥ FE 7

LT 7 1 VI mg(%‘;‘)ﬁﬁﬁﬁ BERIOE S (%)
100 4294 99.4
10000 4449 96.9

# 2. READ #ii4r & WRITE 4 O 259247 165

- BEFETFED RETED

77 AV @wme (KB) FEAT IR FAT IR
(U s) (U s)
READ 4 1398.3 2201.3
READ 8 1406.6 2821.6
WRITE 4 1398.3 1782.3
WRITE 8 1434.6 1849.6

RIZDOWTCFHIi 2475, sl 47 "7 7)) r—
23 vIZ READ w4 £7z13 WRITE a5z AL THh
575 ATYNT IV — a3y THRERENPREIINS
I CORMTEMX v, 10000 [ D ELTE % 2
B35, NFS L RIEDOREZWAFETIEL UTHIKT 5,
RETIEL Intel SGX DIETZ2 V7L —T12& 5
F—RDIFEEREBATEZ LT, FANEEDLS DR
AEBLTIOEF2) T LV 2H EIEE 771
WY AT L THB, 4KB & 8§KB D7 71 ILIZDWT
READ 14y & WRITE &2 4K L T, £ DEIET
R 23452 2T, ¥ 2 T4 LRLOFAEE S
TH—XVADML—RA T 2T 5, & 2 (2
HHRZRL, X3 FNFhOEHEFK/O > 5T
BEZFHAIN-FEOEEE2RT, 774V A4 XD
BNk AR oy 7L —T%28BAT A L2k
BF—=N—~w RORENR NG, £/, TV I L —
TOEAZL>T, BEIFHINZEEMET L TH
SACAIRZ D3 B EEREDMEI L TWB Z e 30D 5,

7. ER

AWFZETlE, Intel SGX DIFfF 2Ty 7L —TIz
L HIREAZIFTDE I TRET LA ==~y KiZOon
TERBREZTV, A—N—~y FRFEIND 0%l
Bl 6 BTI V7L —T7REEhaBEELEEN
BWER T 7 7 A VEEFEdr e O Y517 % Sl U
7zo 1 DHOFHEITIX, BEFIEIZBITEI 77 AV A
FLY A AT EZ I X5 —N—~y RO
Iz oWCTRLUz, BEFEOBSEET7 7V AT
ATIET7ANVDRART—&REZHEFH) A OB
ECTHBLTE D, OPEN 1i4r. READ 4. WRITE
MDA NET I NS - I SRS D ERLE
WiTihbhd, 771 IVENENT 3 L EHEEDT
MU DEINS 5728, BRIGEEDXFKET S, —HT
OPEN iz B 2 EERMZRWEZ, 27472 b
TV —vavk SGX 7 r—3 a v OULFRER
BFNTN06% & 3.1 % BETHY., SROETH
FIZBWT I ENTH S, ZHUZ LD, BEIZIND
REENZ A —N—=~w RDIRINE T, 7 7 1 VED N
Lz LTha—Y—izwEr 52 2 EWNE
Ezohnbd, 2 OHDOIFETIR, EEZ7 71V RAT A
IZ Intel SGX ZEATEHZ LIZED A —1N—~Y KD
BNz OWTmRUE, TV 7LV —T7%BATAHI LT,



7 3. READ 4y & WRITE i 4 D@15 R #1 4

- RS2 EEFED
77 AV (KB) I {E R E] i fE ke
(%) (%)
READ 4 99.8 63.4
READ 8 99.5 49.6
WRITE 4 99.8 783
WRITE 8 99.4 715

READ 4 Cld 4KB DIGEIZ 57.4%. 8KB D& IZ
100.6 % DF—N—~v RMBFEEL TWS, WRITE iy
4 Tld 4KB DA 27.5%. 8KB DIFAIT 289 %
DI ==~y RRFELTWS, ZHIEFFEIZIZ
W, TV LV—TEAWEY YT T Y =)
VWS RSB ALRSREX 7 7 A LD E|, EHMEED
BEDEBMEINE ZETRETIEBELSEEZZ 5N,
2, T AT A XADBKREVIFZE I NS OMBEE T
Mg 270, A==~y REBINT 5, BETFEICE
W, JBEIZHh DB EFEMOEEIE. 99 % 2HXT
B, BEFHEIIBVWTIZ634 ~783% TH5B, Z
NiF, TV L —TREALULGEIZBWT S ETHRRM
WBWOEEREDIHEVREHVHEERLTWS, Z
DOFHbiIXFE—F Y T =2 NIZEES N~ YV Tifo
TWAR, 759 RY—VPRAEMBETRLEENED
REENLDEL LY, TV 7LV —T%EBATEHI LI
KB Fd =N~y RPEZBEENNSIL DI EX
5N5, —HT, BETIEAYE—IJLITIF7AILTF—&
ETTANT =RV A XN CEKBLEINT WS T
O, 1 DOWFUHECERERENFEEL TS, ZD
7=, WfE 7 b3V EEEL CEEREE T 2
Z Y CEEFREOWRETE R EZI SN,
RETFHED READ 4 & WRITE @4 % b4 %
. READ i CL O KRERA—N—~y RHBFHEL
TWBIZENDH 5, THIEIESITET 2 UHRER A
RKETHEZOTHE, TV —THIZF vy okl
ALT, 7ovo=—0 v UhETF—X%EF vy all &%
THZET, REBIEEF Yy Y228 BTHZ & TE
THEEZHNETEEEZZONG, FyviarTyy
L—TWEBATEHIE, v—) o7y —D) v
T OB RS U TETREZKET 2 M F S
WHb, METFHEOLET 7y ANV AT L) E— R
BEZIT7ANVABEART =X E2HERFLTVWS 20,
NEROERE 2 94T T TV —va g aLT
ANTEEOBEENSHHATAZENTES, DD,

¥ on—HIVEBEXY E— M EEOMoTYy L —T

TIVr—varvh oGy ANV AT LAEZRIHETS
MABEL o TV, HEIZT 7 AXNBE T 71T
OWNWTDF Yy iakTrys L —7EELTHRIE,
COEETFANVATAIT 72 ATE2—H—4
THRERZITBZ N TES, —Ji T, ChongChong
Zhao 5 DL [8] Tldk., TV 27V —THNTE KR AE
) 2R UTRAT S &4 — "~y ROz Eind 5
ZEMNRINT WS, TDRD, T 7L —TITFFL
THELFry Y aBIEETEEDE TR INIIEE
WA 5 EDIZEBBLRITNIER S0,
BEFETIF. VE-— T TV Tr—varvoxTry
LV — T I3MERTELINEGEA T 7 7714 0L
CLTYE—-MREIZEINTED, VE—MREERZ T
TVr—=2avho lOREX TV V2SR T LD

CTYVE— N7V r—a vaEiET 5, Intel SGX
DT ATV I L -T2 LTIV EALITI—FRD
AL T — R OB IR NED, {EA TV
MIBEE L 7z, I— FOEEME R TY
W, FOD, XET77ANVA TV bRV INR—2Z
IV 7)) ST AEIE T, TV L—Ta—FE
FUOMBEREDRHTI2R/NDEH S, ZOMBEIZRHLT
Intel SGX Protected Code Loader(PCL) 23t X 1T\
%, Intel SGX PCL I3t EA 7Y 2 b &IEE{LL T
BT 5, £/, BElEnZEEA TV N2y
U —THREBEICES U THAAD I ENAREL R D,
I— NOBEWLEHRET 2 Z LRIz 5,

BUEDELETIE, MELICEA IS RSA AT
VI U—T7a—RNIZEEEDAENTWS, RSA F—
R7IWGEHNIZESR T2 TEeFa) T 2mET 3
ZEeNTELD, HOAFENTz RSA NFHEEELEHT 5
72D Ty 7 LT OEERBBLEILRDS, V=)
VIDRY)V—=IZ&oTlE, TV —Ta—KDNY
Va—HITEEE, DEVRRIIA—-RIVIL—T
TRIFNEY =DV ITPEFHI BN TERNZD, —
BT 7 A NVETRTHET 574 DFMHAE L B8
H5, ZOMEEBRT B2, HOIAEN RSA
BUNDF —RTZHESLL TEREEHTLII LD
TEHHEEPLETH B,

8. i&m

AW Tl Intel SGX ZWAEEEET7 71 LY
AT LRBELU, BEUEFETIETI TN AT A
DERZZ I REEIZEEL, [FETE 2HBDA
TITANVVATL%EFETT B, Zhickdh, 577
ATVATLENMATE27 5147 hOfilZERL.,
5 REBENPS DKL SFEL-EFHEET 71
WYATLERHTSZE2HERIZ U, /2. BED
FIELIREFTIEOETEE 27 L. Intel SGX A3t
TEHBBEMNL A — N~y RIZDOWTEEL TA =AY
ROHARHEHTH L Z 2R U7, SHROFEL LTIX
FyryvallksEElber o NREEDOT Y r—
vayvad—ROREEITS ZenEITFo NG,

& 3k
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