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Abstract—In the real world, documents are signed or
stamped to prove that they have been approved at the time
of contract. In order to play a similar role in electronic
documents such as e-mails, there is a digital signature in
which a signature is digitized. Electronic documents are easy
to impersonate and falsify, and digital signatures are used
to prevent them.

Schnorr proposed an electronic signature scheme called
Schnorr signature. It is considered secure based on the
discrete logarithm problem, and its security has been proven
by Pointcheval et al. In recent years, due to the simplicity of
the system and the robustness of the security, attention has
been paid to the proposal of a system applied to the security
of virtual currency such as bitcoin.

The Schnorr signature generates a random number when
the signature is generated. This is secret information that
only the signer knows, but if it leaks, the secret key can
be easily calculated. In this paper, we propose a Schnorr
signature scheme that is secure even if the random numbers
are leaked. We also prove that the signature scheme is secure
based on the CDH problem.

Index Terms—digital signature, Schnorr Signature, random
oracle model, bilinearity
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