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Slow HTTP DoS Attacks keeps all TCP session by sending packets little by little to a Web server with a wait
time in between, and it interfere so that genuine users cannot access it. Over the past few years, how to defend
against Slow HTTP DoS Attacks has been studied, but many problems remain to be solved. In the proposed
method, when a number of sessions exceeds a certain number, the session is closed in descending order of
session time. This method prevents false detection of authorized users and prevents attacks that could not be
prevented by existing methods. As a result of the evaluation, the proposal method proved to be superior to the
existing method from the viewpoint of the high detection rate for Slow HTTP DoS Attacks and the reducing

load on the server.
Key Words : Slow HTTP DoS Attack

1. FiR
ERITH. RWEEEIT, TCP v a 0RO
FCE-T, Z2XpEENDN, H b H>OREIiE

NI HESLEN TV, 20 —23 Slow HTTP
Headers Attack T, Z OBEBIIFHEIHZ L2010, &
KZHTTP U7 A Ay BEFEELFEITLHZ LICLY,
TCPE v arvahHETS. & 9 —2M SlowHTTP BODY
Attack T, ZOBEBEIIHTTP U/ = A b~y X DbV I
HTTP UV 7 = A FART ¢ &85 LT 5. A#FFETIL, BE
FDIFIETH T 722035 7= Slow HTTP DoS Attack (2% L T
BRI TR E F IR ET 5.

2. BEEHR

SEATHIZE T, Slow HTTP DoS Attack (253 % kg n=op)
WOFENESNNBNTWA, BESLZ V. filx
i, BIP 7 RLANLOREE v 5 VA FIRT %)
ERH B[R] L, BEOERL—Y L EE N ILE
O NAT Zff\v, R a— L7 B LA TREFIZ Web
F—_"EFH L7EE, Web I — N IEH 22— 2%k
FTHDHERBIMLT, 7T78AZHIRLTLE S AlEE
PENH D, FTRHBENIP T FLADH%YE, BOT 22 8 E
BOIWPT RUAZfE ST HEEZIT 125G, Web h—
Z5FDH Z LT TERVAL

DB GiEE LT, BREAT Yy MHRPREEZ vV

3 VIR ERT A= FHIREZ VN DT D Z & TR
FEIVEDDLZENRETHAH[5]. LoL, mEST
v MERROHIREREZ LT, ZOHIBRMEL Y 7 R
DEWIEII T 20, FemEry v a U ZHIR
LTH, HIERLZEBIMNIC Web —RICT 72 A TE D
Rty arEMaxClien)zBix sty v a v HoK
BB 2. DFED, NI A=FHIREN ONTo
Th, Ay MERSELS, RS-V ICEL 'y
Ta VRS VWBIBIIIEE 5T LT TER.

3. BREFE

SEATHFSE T, Slow HTTP DoS Attack (2 %9~ % B =eBh
WMOFERESPIHONTWEDR, MES LS. filx
W, FIP 7Y RUANLOREEE v > a VEEHIRT 55
ERHDH[3]. LL, EEOERZ— L LEsntm
D NAT W, R 7 a— U7 KLU THREFC Web
P — R LIZSE, Web 3 — N3 IEH2— P 25
HTHDHLMBHLT, 772 2%HRLTLE D W
MRS D, EHEENIPT FLADHELEE, BOT X
BOIPT RUREME BB EZIT> 7286, Web #—
EEFDH T EITTE VAL

OBP#EGIEE LT, KESATy MHRCRERZ v >
a VIR BN A =B HIRRE V< DT D T & TTHRAD
RBEIVEGDDLZEBAETHA[B]. LrL, KRESRT



v MEBEORIREZ LT, ZOHIRME LY 7 v MEkE
DELWIBIIBL T 7w, ekt y v a VIR Z IR
LTh, HIRLZEERINIC Web —NICT7 7B RATE 5
Ry arHMaxClien)z Bz 2% vy a v BoK
BIIPIF 2. 2F D, RTA—FHIRE WL DT o
TbH, N7y MR EL, BAREMY7Z0IZES 'Y
VaVEBRL KB EEDHZ LIITER.

4. RWEEAE

MREIIREL T CAEORIEE T 5. —D2>H DMK
ik 1225 5 T, BIFOFETH DR N7 v MEBES
ERtyva VIEMERIRT 2 FIELIREFIET, &6
5O FIENBENCE % g, MEET 5. MRIEDOE,
BEED HIERCREFIEL FELE LT Web — T L, &
BT A RNY =L ERAWTARr Y MHERRAE VS LI,
BT 72 0 (ZIE D ® v 3 3 3%\ Slow HTTP DoS
Attack 179 . RE7 v MNHRPREL v & 3 VERO
i FRAB AR E 72 IR E RBIE A AR U AR A L T
WHIEHE—PICRE LB TH L. BEFIETIE, &
viay# 100 kot x, tyiva REOEWHO
DHIEICE Y v a v &Yoo T, REE L 225 5 OFE
EFELDOLLOER LIRT. ZOHDMKIE6 225 9T
i, REECIIRERBEAZACDEHREAHEH LTS
EHa—FICR LT, BEFOFIELREFIET, Efz
—FEBRRIT D EPERRET 2. ML 6 22D 9 DF%
ErEFELEDOEZHDER2ITRT.

Web #—/3? OS I CentOS 65 & L, — gL L
T Apache 2.2.27 #ffi 19 %. MaxClient 1% 256 &4 5. B
FOBMFELETHLEE AT v MERIC K 56 RIX
Apache ® Timeout IZ LY, KRt v a VRHHIC & 2l
FRi% mod_reqtimeout (2 & ¥ EEEF 5. #EEF1EIT Perl5.22
THEWERZ VP MRV EEST L. BB 5147
hIEM = —H D OS X Ubuntu 14.04 £ 45 . BT X |
v —/L & LT slowhttptest 1.7 ZfEH L, v > a v EoH
BoORERHIT S . EB=—F X Chrome OF 11w /3—
V=V EERL, KEEITRBENSKEVBEEITD.

F1MHIFLND5DORE

# 2 MEE6 205 9 DERTE

Web H— D E ERa—VoE

P2y | |perl
11 0>

FRAE (s)

B
n— R

(kb/s)

7
o— K

(kb/s)

H Tyi=
VR D
HIBRAE (s)

(ms)

script

ST

10 600 200

125

10

4000

on 600 200

125

on

4000

Web 3 —s0gtE WY G T
hoRE
WREE | N7 > b | By = Nryo By
KB |BWORIRGE | refo  |perlscript | MR | = %
(s) 1l BR A (s) (s) /s
1 10 1 20
2 10 1 40
3 3 5 40
4 3 1 40
5 on 1 40

5. #&R &M
MEE1, 3, 5 TIXY—ERFIMT, MiE2, 4 TIEH—t
AFHARF ETp otz TNHDORERND, EEZ YV 3
EERM EHIRT D FiEE, 37y MRIEOE N Slow
HTTP DoS Attack (2t U CTIEARZAS, HAIRRIY =0
kDt v a VN %W Slow HTTP DoS Attack (2 %)
LTIEADTERNZ EBND. Fils, KEARY
v MR E IR 2 53E0E, BALRERS 72 0 ICED & >
g %\ Slow HTTP DoS Attack (25 U CIIAE%R)
7203, X MR OV Slow HTTP DoS Attack (2% L
TIEHAEDTEHRNZ ERNbD. BEFETIE, Xy
BRSSP BN Y 7= V IZ8R D 2 v v a U HUCBEfR 7R <
tyvarEflo T DT, Xy NERNRELS, »
OHMFRYS - VICES v g VA% Slow HTTP
DoS Attack I L TCHHEZITH D Z ENmdDd.

Wik 6 205 9 TIE, £®TORIEICIBNT, FEHa—
L Web r—=NIZT7 7 2RAFTDHZ LB TER. BEE 6, 7
T, FHa— MR ERRRCRK X RBEEZ A4 U 25 [HE
MEMALTHND &, <~y MNEABRIELS, Eyvar
bR R2DT, mEktyva VR ERENRT v
b FIRE & I BR 9 2 7RI & B IE = —F OB En D x4
W25 L Bbhizn, £H13mbkhholz. RAES, 9T
i, MEFETRELZ-EDEY 3 ¥ 100 2@ x
TWARWVWDT, By vaiillonirnroiz

6. EE

FRAEG6, TICB W TCIERZ—Y R T 7 A TE DI,
BEA 7 7 VPIT, By va rBUbncl, BEE
FTHARIZ RS> TVBEDTHD. Ty va y OBREEL
ML Te D & —NANEARBNIND DT, —3~DH
FBDIRVEIZB W THIBEFIEFIENL TS E N Z
L. Linl, ZOHERNRKBREISHSNSE, RBE
FIETHLHRER S Z LIXTE R 5.




+ 2O
7. TEam

R H77E1Z, Slow HTTP DoS Attack (259~ 2 M=k o &
ERY = RA~DATMOBENE, BEOFIELVERLT
WA Z ENbhole, S%OFEL, REFIEDOELS
HEOWEE, T/ % Slow HTTP DoS Attack (23 2 #i%n
FOR EREH L —FOBRBAEORKT, —~DH
MR A B CE 2 HmORE T EZRET L2 TH
%.

SEXH
1) AndMen, “About DoS/DDoS Attack,” [online]. Available:
http://andmem.blogspot.jp/2014/02/dosattack.html.
[retrieved: 1, 2019].
2)E. Cambiaso, G. Papaleo, G. Chiola, and M. Aiello, “Slow
DoS attacks: definition and categorisation,” Int. J. Trust
Management in Computing and Communications, Volume 1,

Number 3-4, pp.300-319, 2013.

3) Jieren Cheng, Jianping Yin, Yun Liu, Zhiping Cai, and Min
Li, “DDoS attack detection algorithm using IP address
features,” In Frontiers in Algorithmics, pages 207-215.
Springer, 2009.

4) Esraa Alomari, Selvakumar Manickam, B. B. Gupta, Shankar
Karuppayah, and Rafeef Alfaris, “Botnet-based Distributed
Denial of Service (DDoS) Attacks on Web Servers,”
Classification and Art. International Journal of Computer
Applications, July 2012. Published by Foundation of
Computer Science, New York, USA.

5) Koichi Ozaki, Astushi Kanai, Shigeaki Tanimoto, “A Method
for Preventing Slow HTTP DoS attacks,” Proceedings of
SECUREWARE 2017, Rome, ltary, September 2017, pp.2-6.



