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Abstract

Cloud service enables users not only to save their data to
an external server but also to process the data at the server.
However, the data stored at could server may be stolen and
tampered with by malicious party or administrator of the
server. If user encrypts data before storing his data to the
server to solve this problem, the data won’t be leaked to
the others. However, no operation can be performed if data
are encrypted. To overcome such problem, a cryptographic
protocol called SSE-1 was proposed where SSE-1 allows
user to search with keyword over encrypted data. How-
ever, it is difficult to put SSE-1 to practical use since SSE-1
does not support addition and deletion operations. In this
paper, we propose new protocol named ASSE (Array SSE).
ASSE is a protocol for searchable encryption supporting
addition and deletion operations. In ASSE, index is rep-
resented by simple bit sequence. We implement ASSE and
DSSE which is the existing scheme to support addition and
deletion operations. We run them on Tomcat server. Imple-
mentation result shows that search and deletion operation
are faster than DSSE’ s operations and additions operation
is more secure than DSSE’s. The result show that the ASSE
is highly practical.
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Zatw¥ | Intel(R) Core(TM) i7-3770 CPU 3.40GHz
A€ 16.0 GB
(0N Windows 8.1 Enterprise
EE: Java 8
Eclispe 4.4
Tomcat 8.0.33
4.2. #&R

MmIERF2AY M, m/ FBIARE RF a2 A v MK,
nixF—U—RNEEXT.

# 4 ASSE FEITHE : R¥Fa XA v MU (F—v

— N# - 10,000)
[ m+m’ | search | secure search | delete | add |
2,000 3.0 ms 2.9 ms 3.6ms | 71 ms
20,000 | 3.5ms 3.3 ms 39ms | 81 ms
200,000 | 3.3 ms 3.9 ms 3.6ms | 114 ms




%2 ASSEA VFyv 7 AYAX

’ (m+m')xn ‘ size (MByte)

20,000,000 2.8
200,000,000 242
2,000,000,000 197.5

# 3 ASSE FEATFHM : ¥ —7 — FEUI (m -
10,000, m' : 10, 000)

’ n ‘ search ‘ secure search ‘ delete ‘ add ‘
1,000 | 3.2ms 3.3 ms 34ms | 17 ms
10,000 | 3.5 ms 3.3 ms 39ms | 81 ms
100,000 | 3.3 ms 3.2 ms 3.4ms | 610 ms

# 5 DSSE Ei7HM: 1 ¥F—7—RIZ#4d3
Ko Ay MG

| documents per keyword | search |

10 6.9 ms
100 9.2 ms
1,000 19.9 ms

DSSE D MIFIE, F—7 — NOMRBERERZEWL 72
EESRIE ) AN 2EST UM TH S0, BIEY R
FOEX (1 20F—T7—FIZEHBTERFa X2 D
IZHBI U CTERITEBDEL 72 5.

# 6 DSSE FEITHf 1 ¥ a A MIHEYT 5
F— 17— K

| keywords per document | delete | add |
10 3.8 ms 9.8 ms
100 59ms | 19.9 ms
1,000 329 ms | 62.6 ms

DSSE OHIER - EMLERIE, HIFR /BT S RFa A2 b
ZEENEF—T—ROBEFIEY A bD ) — K24
BR/EINTA U TH B0, 1 DD FRFa Ay MIiy
TBEF—T— FEIZHHIL TETHEBNPEL R 3.

ASSE CTlEF— 7 —RFEB LU RFa Xy ML X
TH, BRI GHIFRMEIE 4 S VBN TRE T T 5.
% 7z, search ¥ secure search @ 2 FEEHDMEENULIE 1T EST
RFIZIEE A ED NI D3N 5. DF D, SHO
FEER D S 1T LMD E W secure search DIF S AMEN T W
5rEx25. LML, securesearch D b7 v 7 K74+
AW RFRF2AVIREZEL WO RFa Xy NEDE X
BIEEN Ty T RTH A XEREL LB, —F, search
DIV TRTEF—T—=R2DO0BRDTRFaAVb
BOx—7— FROBEBIZEEI NN, FFaAv b

DB MEEBEIZ & > Tld search & Y HEL 72 B e
Nhb72d, BEIZL > THEWA T 2HERH B, —7H,
BRI IE R F 2 A ¥ MEUT B U TLERE A K &
<EEAL, ®mART610 I VB »-7. LAL, Zhi
F—T—FE1H, RFaXAVIHI10 HOEGBETHY,
JLPREERT S 1 RO T HCERICES EEZ N
5.

ASSE OFKMBIZ A >V Ty 7 ADRE ERFa AV b
BEe¥—7— FEOBINZ A U CERTRRE AT 5.
— 75 DSSE DB U IZF—7 — FOMREBHREIZE F
N5RF oAy bOBIZ, HIBRWIE L EBMLIIX T DD
REFaXA LV MIEENDEF—T— ROBUZLHI U TEFT
K EL 5. S OFEETIE, ThThoETERM
IZHBIS B fE A AN X B C B O B b 2 AR, B
- WIBRALELIZEI U TlE, ASSE TIHMEAEIML T H AL
HIHIZIEIE— 27D, DSSE TIHEN N X 5 & EiTH
MHEIMLTWS., £z, WIhDEA&TH ASSE DIF
57 DSSE & 0 & FEIFR A . T, BNz B
L Ci%, DSSE O A WETHAE . Tk, ASSE ©
EIMWBED N Zy P RT7H A XD DSSE L h KEWZ &
., 1 EOEMLEED AT DSSE iFa—3—& 3% —n
MD&EZ 1 [ U2 Frbanwhy, ASSE iZ 2 [E@fE %47
ST EMNEREZEEZSNS. LA L, DSSE D&M
BUSEMT A RFa Ay MIFEYTEF—T—ND—E
MWW T 2 22035 578, ASSE DEHNIMLEEA DSSE
DEMUIIZZE2MEOE TE-> T\, LEDZ 2h s,
ASSE (X DSSE L W £ AN THB LS X 5.

5. #&Em

KHSCTIE, A VT v 7 ZADOFEHIZHIG L 7= SSE O H
7 THD ASSE #18E U7, £/, ASSE #FEEL, &
Hrzd L IZBFEANE DI %17\, ASSE % 7 U 7=.
BEAF R & g U T, ASSE (3MRER - HIFRALEL D F 17
MTENTEY, BIIUHETEZEETES>TWS., 2
DZens, ASSE 3MFARNL Y EEHANTHE LS
Z5. £, RF¥FaA Y beF—7— D 10,000 M E
TH 100 SV ELLSTIZRUBMAETTCELZZ R
5% ASSE I3FEHNTHE LS 2 5.
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