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Abstract—Increase in Malware is a serious problem. Mal-
ware whose code is obfuscated by the software called packer may
have a different binary pattern from normal malware. It requires
unpacker, which is corresponding to the packer, to decode and
classify it. It is important to detect the existence of packed mal-
ware without unpacking it to scan the mail on the server or files
on the on-line storage. It is also important to detect the fact that
the software is packed with some packer to deeply analyze the
suspicious data. In this paper, two techniques for inferring mal-
ware and packer are proposed. First approach compares the rate
of number of the incidence of the same binary code in difference
malwares. Second approach treats a binary code as a vector and
calculate the similarity between the pieces of it. Twenty-three
specimens, which are generated from eight types of malware with
three packers, are analyzed with these techniques. The statistics
of analysis of packed malware is compared with the one of non-
packed original malware. The result shows that the malware is
identifiable under the packed status.
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1 a—FOHBBEICL D FEOERLE : RiF, T : AR)
addware3 backdoor2 worm2
original |te|ock |Upack |yoda’s original |te|ock |Upack |yoda’s original |te|ock |Upack |yoda’s

o original 99.4 99.5 98.7 79.5 67.3 84.4 731 46.9 40.1 26.5 39.4
< telock 99.4 994 98.4 60.8 79.2 775 16.9 37.1 68.5 275 37.8
% Upack 994 994 98.9 80.4 76.8 90.0 | 76.9 14.6 19.8 27.7 | 18.4
« yoda’s 98.8 98.6 99.1 748 262 81.0 | 76.4 384 43.1 29.0 | 67.2
g original 69.9 39.2 68.8 63.4 97.8 96.8 96.2 28.8 22.6 214 20.1
% [telock 436  583] 440 1.7 97.6 98.5 944 19.6 158 18.9
g Upack 73.3 46.4 83.0 70.2 98.2 98.3 96.4 14.6 16.5 271 15.5
~ yoda's 61.5 9.6 63.6 69.3 97.5 97.1 98.2 15.2 22.8 16.4 56.8
= original 48.8 38.0 16.1 40.3 36.0 28.8 33.3 18.9 97.5 98.0 96.8
3 telock 415 | 70.2 | 203 422 326 500 25.2 97.6 99.6 97.6
% Upack 28.2 29.9 | 30.0 32.6 449 420 72.2 29.1 97.8 99.7 98.6

yoda's 41.1 40.8 18.4 68.1 33.3 31.2 58.1 59.4 97.2 98.3 98.9

addware 1 backdoor1 worm1
original |te|ock |Upack |yoda’s original |upack |yoda’s original |te|ock Upack yoda's

2 original 96.2 99.6 99.2 70.3 429 34.7 87.6 69.1 84.6 46.9
5 telock 41.9 76.2 33.0 50.2 429 58.7 68.1 90.1 100.0 85.7
% Upack 99.5 95.4 99.6 25.1 421 46.2 45.0 68.2 100.0 75.9
- yoda's 94.8 55.1 99.7 25.2 51.6 62.3 46.8 52.2 100.0 80.7
g original 43.3 49.6 26.9 35.7 994 98.1 85.6 71.9 75.0 50.4
% upack 14.0 313 285 64.9 98.7 99.3 75.8 88.9 100.0 92.7
3 yoda's 6.3 69.4 65.0 59.9 95.6 99.6 65.0 63.5 100.0 89.4

original 49.9 73.0 49.1 27.1 75.6 74.6 60.8 73.9 93.3 80.9
S telock 33.7 91.2 39.5 29.6 63.0 80.0 59.8 75.6 100.0 96.9
3 Upack 524 100.0 100.0 100.0 60.0 100.0 100.0 87.5 100.0 100.0

yoda's 1741 84.2 48.9 63.1 23.3 86.4 85.2 79.5 93.9 100.0

W, AN T a— ROWBUAREIC X 5 FiEEAA T
Va—RK&ERT MLETDHFIED 2 DERET .

4. a— FOHBBEIC L5 FE

N T 2T NNy =Ny 7 E LT
LT 2T NONA T U a— RO HBUBEEREAL
LWL F Y a—RFbHLD TRV EEZT-.
FDRDEIT ) 2HRIEICEENDR LA F Y =
— ROz E LT, RS FUa—RTHD
R CHBBOREGZHEAET S, O~ D =7 B[E T
TNy —RRRSTZHEZBNTL, vV 72T O
NOFRFED /A F Y a— FOHBERE I/ 0 E
ENEL D EHERTE D, TO~NL T = TN ERARY
FEC Ry h—nHWbREZ~ Ly =T HEETHNIE,
Ny —IZL>TELRAENTZ /Ny I—E DA
TV a— FOHBENFREIZeD & Bond-H, i
DRy H—=TRyFr 7T EINTHRIEL D LEOVEE
Wb EEZLND.

4.1. fRNTEBR
AWFZEDFEBRICH NS~ L7 = T 2O Fik%
AWT, INET-7-. 1 20%, w7 b LWn
T ANEEAL TS URL DY R FEHETWHD
77 A MlEFAL, #HELINL TS URL 226
TrANEL A — RTDHHFETHS. I 12o0F

NG 2T OV T NEREALTWD T =T A b
Mo~y eTaX Ty ra— RNT55ETHL. U
=7 WA NRIEFIH LIZGEIZIE, 07 7 A VB~
N =T ThHDHNARBTH S, virus total [5] &
AV 2T Y —EREFRHAL T AT =T ThHDH0H
Wra1T 5. virustotal ~7 7 A V&2 T v T r—RL7ET
TANDE L AKX ¥ SAEREZIRT. EOAF v AER
MHESNLT =7 ThDHPHEEIT, BHIIO< LD =
T OB LY. ABFFE T, addware %, backdoor %,
worm HloD 3 FEMEANE L. w7 =T 8 kL 3
v A—%3IFMEARL, S~V U =T %, KNy —
EHNCT Ry X T 2TV, NyX o7 I~y
2T DHEIZE S T22OFEEZHNNTC LT =T O
HEEDFRETH D B 2T ) FERZ T 72, /Nu T
—I¥, yoda’s Protecter 1.03.3, telock 0.98, Upack 0.399
Z Fu =, IVEE L 72 MK backdoorl (%, telock T/%y &%
VI ERITOENHER T2, TTORIKE AbE
TEE3L A EHE L.

Ny —FHNN TRy F o T 2ftol~ T
WL T, mARARNEE 23 v TOFTHL, 77
ANDEFHRET 32 A T OMHATe. FARIAAT
BE~1y =7 NTOEOHBEEZRGFT 5. o~
N =T NI, BARANTIE LR UERE £ Tz
Yitr, MBI E MBI FR TEOR M IEEZ KD 5.
FD 2O HANT, HBEENFE CEOEISEHEAE L



#z2 BIEOSNT =T ICEENTWERIUALF U a— RAHBL L7235

addware 1 backdoor1 worm1
original |te|ock |Upack |yoda’s original |upack |yoda’s original |te|ock Upack yoda's
2 original 1247 33790 33720 11861 240 458 3318 149 13 245
g telock 2861 324 227 233 98 201 191 355 14 168
3 Upack 33846 259 33566 283 228 145 60 22 635 29
- yoda's 35294 136 33512 325 190 509 111 92 17 305
g original 19262 236 264 230 7317 14287 2186 128 8 228
% upack 735 134 337 151 7369 7290 62 36 29 41
9 yoda's 2507 170 103 529 14674 7272 177 159 9 425
original 5822 178 55 192 2474 63 189 226 30 235
é telock 306 351 38 162 146 40 169 221 19 256
3 Upack 21 14 635 17 10 29 9 32 19 27
yoda's 672 171 45 390 494 44 446 239 264 27
# 3 EFEEZAVTEHE LUZFHEE O (ER) - 08(TR)
worm1_Upack |addware 1 addware2 |addware3 [backdoorl |[backdoor2 |wormil worm2 worm3
original 0.697 0.709 0.703 0.697 0.705 0.666 0.698 0.675
telock 0.698 0.709 0.672 0.671 0.670 0.671 0.676
Upack 0.704 0.715 0.677 0.696 0.676 1.000 0.669 0.676
yoda’'s pro 0.700 0.709 0.676 0.696 0.673 0.672 0.675 0.677
worm1_Upack |addware1 addware?2 |addware3 backdoor1l |backdoor2 |worml worm?2 worm3
original 0.000864 | 0.000773 | 0.000725 | 0.000773 [ 0.000732 [ 0.001103 [ 0.000700 | 0.000905
telock 0.000672 | 0.000628 | 0.000909 0.000898 | 0.000868 | 0.000887 | 0.000816
Upack 0.003233 | 0.002987 | 0.004024 | 0.000755 | 0.004085 [ 0.000000 | 0.001102 | 0.001271
yoda’s pro 0.000673 | 0.000630 | 0.000859 | 0.000684 | 0.000870 | 0.000851 0.000864 | 0.000802
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/NAF)—3a—FK /Upack addware1 |addware2 |addware3 |backdoorl |backdoor2 |wormil worm2 worm3
5a4d454b4e524c453233442e4c4c0000 (0] o (o] o (o] (0] o (o]
4e524c453233442e4c4c00006f4c6461 4 4 4
4c4c00006f4c6461694¢c726272614179 12 12 12
694c7262726141790000000065475074 20 20 20
72614179000000006547507461724163 24 24 24
8554ff0013163bc072¢c12bf4c3c108b1 520520| 1813460 55124 29944 22408
72¢c12bf4c3c108b116ff528db0047301 520528| 1813468 55132 29952 22416
c3c108b116ff528db0047301ff0bb016 520532| 1813472 55136 29956 22420 51972
16ff528db0047301ff0bb0167309¢105 520536| 1813476 55140 29960 22424 51976
8d50822c56ff5d4cc5035063038bc152 520556| 1813496 55160 29980 22444

/N F1)—a— F/telock addware1 |addware2 |addware3 |backdoorl [backdoor2 |wormil worm2 worm3
€800000000002b5€58c9027420cd51b9 623624| 2019848 23048(— 29192 26632 33800 54792
00002b5e58¢9027420¢d51b900198b00 623628 2019852 23052]|— 29196 26636 33804 54796
58c9027420cd51b900198b00f8¢c10273 623632 2019856 23056|— 29200 26640 33808 54800
00198b00f8c1027320cdc6838d338144 623640 2019864 23064(- 29208 26648 33816 54808
8c1027320cdc6838d338144e8670002 623644 2019868 23068|— 29212 26652 33820 54812
/NA F+ ') —3a— K /yoda' s protecter |addwarel |addware2 |addware3 |backdoorl [backdoor2 |wormi worm2 worm3
00e800005d00ed81e2070040d58bc281 755532| 2152268 79692 510796 38732 32588 55116 61772
5d00ed81e2070040d58bc281e2560040 755536| 2152272 79696 510800 38736 32592 55120 61776
€2070040d58bc281e2560040e8520001 755540| 2152276 79700 510804 38740 32596 55124 61780
d58bc281e2560040e85200010000¢3c3 755544| 2152280 79704 510808 38744 32600 55128 61784
03e80000eb00c2010ee80000e800ffd1 755560 510824 55144
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