EBARFEZMERE VYRS b

HOSEI UNIVERSITY REPOSITORY

PDF issue: 2025-07-15

SIWFTFTFHFNT—5E9D=HD
OpenF LowiREEFIE

4 B8JIl / Niu, Yuechuan

(HpRZE / Publisher)

EHARFEXRFRIERE 2R

(M=t4 / Journal or Publication Title)

FEBRARZRZRACE. FRHMZMERE /| ERKRERFERLE. FHRAFEMAR

1

(% / Volume)
1

(BB ~_R— / Start Page)
1

(8 T7T~R— / End Page)
6

(F1TE / Year)
2016-03-24

(URL)
https://doi.org/10. 15002/00012884



< IVFTF U T =X DT=HD OpenFlow MFE T4
A OpenFlow Verification Method for Multi-Tenant Datacenter Network

4 FE
Yuechuan Niu
EBR P HREH ARG R 7 BB
E-mail: yuechuan.niu.ué@stu.hosei.ac.jp

Abstract

OpenFlow is the state of the art technology for efficient
network operation. Since OpenFlow enables central
management of entire network, it is expected to widely use
in a multi-tenant data center with its flexible routing
control. In multi-tenant data center, a same physical
resources will be shared with multiple tenants. It is
significantly important to validate the configuration of the
network flow control to satisfy both reachability within a
tenant network and isolation among networks of different
tenants. However, each tenant assigns arbitrary IP
addresses to its owned networks, then it may conflicts
each other. VLAN (Virtual LAN) technology is used to
solve these conflicts, but it has limitation where only up
to 4094 VLAN-ID can be used. It is difficult to assign a
different VLAN-ID for each tenant's network segment.
OpenFlow technology will be useful to dynamically
assign and swap VLAN-IDs to keep the separation
between tenants' network segments. In this paper, we
propose a method for automatically verifying reachability
within an OpenFlow virtual network using static analysis
of flow table, and a method for automatically generating
test cases to verify the correctness of the VLAN
configuration. We also show examples of applying the
proposed method in a typical data center network.
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