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e - OMEEL (353) @ With respect to secret sharing schemes secure against rushing adversaries who dete
rmine their forged shares after observing shares of honest users, we construct four type of schemes secure
against rushing adversaries. The sizes of shares of each proposed scheme achieves smallest bit length com
pared to those of existing schemes with the same security level. Further, we construct a scheme which can
detect the fact of cheating and which ensure security whatever an finite field the secret belongs to. We s
hould note that no existing schemes guarantee such a security feature
With respect to d-multiplicative secret sharing schemes which enable each user to compute a share of a pol
ynomial with degree less than d (where d is a predetermined constant), we clarify conditions with which a
secure d—-multiplicative scheme (in which no user can cheat the other users) exists. Furthermore, we constr
uct secure and efficient schemes secure against threshold adversary and general adversary, respectively
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1. WFFERRAG S IO 5=

R ROEIL, B A > =7 LT
HEBOESERIC L, T/ B AEE L
MEEN DY = THEEOERKEICERT D =
THREZFRHCEDRVRY, JTTOREIZE
TN LESHERBEONRN & &
RAET DEINTH L. WESHIEOF THEF
ICEESTORMANE L, K bEAHFERN
1T T\ 5L, Shamir (2L - THEE
S 7= (k,n) BRAE TR & PRI A 2 B 43 1T =
T $ % (Shamir, Communications of the
ACM, 1979). (k,n)BIERIFAE 43 L T,
REETEHRD D FRLOME Z RS 2 nfilo >
=T AT S

e [FEOKEU LD =T OEITE
WL TE 5.

e FOKIELITOY =T 5 EIZE
TH51EY hOFERBELZ LN TE
AQAR

AR OMWEIL, WEERE AT v 77T 0
RO XD ICEEREEDBLT L HRIES U
RVBRE BB R ZEICERT DRI
PENLGHEETHY, EBIZZL OHE T
(k,n) BERL DR S BUEAFIH STV 5.
L7 L, Shamir 23422 U 7= (k,n) # i 5 Fi
BEOYREIL, B ORISR 22
REET 203, WO EROLSAEITH Z LT,
WILENDLREERELIATDHE I AR
EXZEELTWeo7z, EEE, Tompa &
Woll 1%, Shamir @ (k,n)BIERIFESTEUES
W, 2o 12o0Y =T DIEESRS AT D
TT, s oiEE, WSAEToT
RNEZENHLRBREBEMLZFICa Y br—
JIVHRETH D Z & &~ L T 5 (Tompa,
Woll, Journal of Cryptology, 1989). Tompa
& Woll 1% Shamir @ Uk 5 A EA[6E
WafEHIsL bz, =T %2495 nl
NDORIEEOWIIOT, b O1E TR FI
SN k1IEOY =T E2HEALIEHATH
JEEIR 72 TR S A SN FEE AT
HZLDTELFRERELE. LinL, 2
PREHXIL =7 DY A X (Ev ME) 5
TCOFLEE D 2504 | & 72 0 ZhE3py Tlidlan &
WHORBEZA LTV, v TR SADEE
IRENT D 2 LN TE DRE D HUEE, £ D
BIFF AR e S, BIE, B
(Eurocrypt 1998), Cabello, Padro, Saez
(Designs, Codes and Cryptography 2002),
BAE, FiARAsiacrypt 2006) HIZ k-~ T, ¥
=T DY A ZDHERHIRA 2 2L, 52DV
HEmAPRA L EHL 1By b LNEDRNT
ABERINTWD., —F, =T BRHE
INTZBRIC, S ASh-FEEEmRIT 572
JTIERL, WSASNEY =T OREET
ZATH LD TE LA BEANHEIT
bivTnd., Zo kiGN, %
ShaNvr=7%BREL, KSAshTH

RUWHTTZ ey =T 2 MR 25 2 & TIELWEL
BOWILEATO ZENAlReL 2 b 72, FEH
FIEEICERTHD. AN =T &
FriE & 547U LTI, Ben-Or & Rabin
Pl ADRIEEOWH DT, k2 HtkE A
SNy =T ZEHHRERTRETE DS
AN E & TV 5 (Rabin, Ben-Or,
STOC, 1989). L L, fEREh=HiL
=7 DOy NEMSMEOE Y MO 3n 52
FELIFFIIRELRDEVOIMBEEZALT
Wz, ZORMBICEE L CIRERE, BIE B
(Crypto 1995), Cramer, Dangard, Fehr
(Crypto 2001) 578, LV v =7 H A XD/hE
WHERZRBEL TS, £/, B
(Eurocrypt 201DIZ L - T, RIEZHED AN
k/3 LA OEEIZY = 7 A XD HGHIIRS
TR T 5 HAPRE SN TS,

RO 53 O e B TG SR D R T2 B B2
T <, WEFBHRZ W LR F LRI
FIHAT 272D DL EAIAITON TN D.
O H »— >, Secure Multiparty
Computation & FEIEIL 5 H 7738 5 (Ben-Or,
Goldwasser, Wigderson, STOC, 1988) .
Secure Multiparty Computation |%, Fh# 1%
W s1,82,....sN I35 =7%2HT5Hn A
Da—FRH I LT, EEREHNTZ L
e EEHRE AN E LI EEOREE O
71 F(s1,82,...,sN)Z5tH T 571 haLTh
L. ZOREEIEOEE R Ny 7 THY,
2L ORBFEANCZEN TS, L,
Secure Multiparty Computation i, Bi%k
F OHIZHER(AND &' — M85 72N n
ABH Y b T —2 &4 U CHlE 1T 5 03
WHY, DROWENLENTWND. —J,
B FICEN AR OB O EREZHRET D
LTk, o =T REEFELDORY MY
— 7 % LTCBE 21T 0T IS PT 2 0 BEE
F(s1,82,....sNICHT 5> =T ZFHTE %
B o bEA TS, Z ORI,
d-multiplicative B4 73k & FEIZI 2 Bl
THh 5. d-multiplicative FhE 7 HIEICEI L
T, 4FTIE, HxDv =7 h 6D
V=T EHEARICT A0 T 7 A
& (ENETO =T 28D 5 ERENEIT
TEX D0 ERITHE) OMLEASEGOWE
(Barkol, Ishai, Weinreb, Journal of
Cryptology, 2010)<°, d-multiplicative fit%
S HE DY) e BB IEICE T 24158
(Chen, et al., Eurocrypt, 2008)73 £ 23 Al
T T,

2. OB

(1 RNIEZBRAT DRE S, 6D WV%
RIER Y =7 R T D WE 2 BICBE T %
WFEClE, LATIZZET D = >0 EHA R8N
HENTND.
O > =7 O A XBRIEFIT/HS VR
(Eurocrypt 2011)® 5%, RIEZFD A
BN kI3 LLF D56 C LERMEN IR
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TET, FEFEFEHLTRINTWVAARIE
HDONENKI2 LLF OG- C 2272 57
1T, SWEA STy = 7 OREICFEEE
MOMHAEEEZHTS.

@ RIEZPGIT 2 MESEICB VT, i
BMELTHD ZLDTE HREEICHIR
DIMZHENTND ZENEL, [EEDA
R A CHIFH AT BE 72 5 :MFEE L TV 7R
U

@ HiR, JB1E, BIHFH(Crypto 1995)%°
AE(Eurocrypt 2011)72 £, A4 % THIS
NTNWBy =7 o/ 0%, RIEE
DRBIE TRy = 7 & B 2
L, EYpa—dol Ly =7 28
B L7211, ATy =7 28T
HZ Lk, A ERMSNTICHE
ST ZEILT D R IEREEIT 5.

FRO = SOREIE, BB OE K DT
IR REEIERERETH Y, FHCE S
OREX, A% —% > O X 7eIERED
Xy MU — 7 CIXBENRER & 72 5 M3
Tholed, FRERMBENLEND. ZOR
MEE, AT, ER=->0REE % fiF
WT 5 X0 RRESBIEOREY B LT
5.

(2) T REOHEBIZLY, FrEORM
BFICREEZANT) LTAED Y =7 AT %
Z LR A[EEZR d-multiplicative FASE 3 RIS
WTIE, REZEZEGATEEEOFHERmIT oI
TN TRELT, REFEZEGATEAICARE
DO« 3DV ARIER Y = 7 ORFE D Al HE
THD LI RBED LT T 7 & A&
SR, RIEORH -« NERY =7 ORFEL
179 d-multiplicative Fb# 53 HlE D BAKKY 72
ERRIZIE R S s T o 1.
d-multiplicative B3 HIEICBNTE, A~
EFICEDZV2T70%IANGL 25T B
DOHIFERDOE S L, 77V r— a1
Ko TFHERHEEL OO TAREEND
%7-%, d-multiplicative FABZEIZIIT D
RIEBGIEOHIFEIE, Z O OE kD75
EERREE D, ZOWRRIEL, KI5
TlE, d-multiplicative fAEBUIZEBWT,
ARIEBGIEDS FIRE 72 S E O, B X ORIEE
51 AT REZe d-multiplicative FAEE 4y HiiE D B
K72 IR EHE T 5.
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FHERMIe R Yy N —ZIZBWTEB L 72
L, EXRy =T 2L RICKEATD
VT ERETHIREECIT, 2O X5 7R
IE3#E D Z &% Rushing Adversary L i3 2
LT N L THRERGTAOMFHIY
72> TIZ, #% O (Rushing Adversary Tl72
VO ARIEF 6 LT O RL M2 AR AR
WL OMDERDO BV RBNFEL TS,
Bl z1E, k-1 AORIEZIC LD RIEZMHET
5 J7E & L Tix, Cabello, Padro, Saez
(Designs, Codes and Cryptography 2002),

BAE, FiAR(Asiacrypt 2006) & 2N FR A R AR
FIRIFERT D HFAZREL TS, £,
ki3 A, BEXOk/I2 A\ODRIEEENFILET DT
THEMICK I A SINTZY =T 2/FETD
H & LTI, Eurocrypt 2011 CTRAENIEH
RO BWHFREAREL TS, DS
EO—2L LTE, ZNHDOEOR WS
% ~— A L L, Rushing Adversary {2 & %
AR LTHMEEHET 5 LI
BB E e L.

F 7z, WMELSBUCE T 5 RIERE - RIER
=T OREERITY b OHM & LT, 76k,
2= NPy o= BEUR & RTINS I
TEM AL < FIH I TE 7. Rushing
Adversary [Zxf L T HL2MZRIET & 2
#4558, d-multiplicative %45, {EED
HIRAE TLEMEEZ RGETE DE S, WT
NOREZHIZBNTH, =/ N—F LNy
VoAl AER—R L LI AR DT
TRV EEZDZENTE D, 22T, K
MFZETIE, TR HALTND =X —H L
v V2 BEIET TR, Bl = =3
NNy ¥ a BB ERT 52 LR8Ik Y,
PERFBR CTE o2 a /T 55K
DORERKEAT > T2

RIEZ#AT 5 d-multiplicative Fb% 4y
BIEDRERL ATRE 72 Sk DT 2 72 - T,
Barkol ENIE L CTWAILAMZLRT 7 & A
& 12 %04 % d-multiplicative Fh% 4y HiE
(Barkol, Ishai, Weinreb, Journal of
Cryptology, 2010) DRk E % ~— A2 L7z
ettt o 7. BRI, Z oMakiEic >
=T DER—HIZLDZEE LV ET 1
ra A TIHAMICHWS DT 7V = 7 &
WMATHZEICEY, S ADEFEELHmET
5 RORER ATREME S 2B Bz L.

4. WHIERCR

Rushing Adversary (Z%f L CHZZaME% Ik
AECE HRMESHIEICE L TIE, 4 0%k
722 T DR EEIT o712, ¥ = 7 O % n,

BRI T T A DITNE R =T O % k,
RIEFED ERE t & L7k, 4 SDORES
ANENZNDOFROFFBILILL T D@D & 72
STWA,

(1) H-0RIE, t<k/3 £ SED
T, RIEEOBRMRENEZ » 72 85A1CF D
FEERINT D HATHD. FAOHERKIZY
7o o TlE, ARIEBSIEATREZR P 43 8 C & < )
HEnda="—H vy 2 BEEFIH
LTWa., = "=y a2 %
Rushing Adversary (Zxf L CZ2IZT 5 E
W2, 2= "—H oy Va2 Oy v a

ENRRIEFIZ LT LN > TLEW,

FEDI=OIZ, WESBBARAE L TWDHIET
O k-1 LT DY =7 0B Fh 2B 5 1
WA Z N LR E WS PEE B DIV

RONHEThH -T2, BEFATIE, WEORE
WEIMZNT DAREED H DB D /Ny
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2fHEEE LB SBTOBTHEVIH L
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2 BRI, t<n-l &0 KMED
TC, REORHZIT) HRNTHDH. Z0H
XTI, =7 2RAETH2—VRBITEL
SNy =T OF =y 7 ZITHOMN g2 =
WYy v a A RS, SHICe
TOZ—HF D Ny ¥ o 5% E 5 CHi
TEHLENWITATTICLY, n'l AEWHIE
WIZZWAREZITHR L TRE7 5D B %
WS LT, BE2FRKOL =T %A X |V ]IiX
[V|=|S|/ektt L7p TN A,

(3) Ho0HAE, t<k/3 L&D
T, REREIASNT) V=T #/HET D
Zena N ThD. 2o,
Rushing Adversary (2%} L TZE&TiL/ e
EAE D J7 X (Eurocrypt2011) & N — A |[ZHE SR
AT o> TW 5. JBAIE® 5 X% Rushing
Adversary IZxf L CEHZ#@AT 5 &, HT
FIHL T DEERND A EZFICIRA VL, &
BELTAREZEBLTLEY EW)HRIE
BAFEELTWER, BEHFRITB VT,
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%95 Z L2X Y, Rushing Adversary (Zxf
L CRae/e ORI L. 12825
DO zT A X|IVIIZIVI=|S|/ek £72oT
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(4) FEMOHAIE, t<k/2 &9 F&FED
T, REREIASNT) V=T #/HET D
ZENHRERARNTH D, ZoFRIL, ek
J7:Cd% % Ben-Or & Rabin (STOC'89)IC K
5 R E =X L7z, Ben-Or & Rabin
D FHF AL, HHREHIZ L > T Rushing
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TEMIRENDD, =T VA RANIEFICK
L D VO RMEAEA LW, BES
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N—=H Ny o2 R Rk T 52 2
XU, ==y a2 BB FIHT 5
FEDOY A X REIZHITK T 2 Z & I23 L
. 2 HFRXor=27H% 4 X |V T
[V|=|S|/entt1l L 725 TN A,

Eio 4 HFRTTFhns, AUHEEEHET 5
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— R A4T o 72, Cabello H DT,
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