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A SENDER AUTHENTICATION APPROACH TO PREVENT ADVANCED PERSISTENT THREAT
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Advanced persistent threat (APT) has been becoming familiar at resent time. A content of the mail is very

similar to usual personal mail messages, so that the user cannot suspect the mail is malicious. In this paper, we

propose the easy e-mail sender authentication system using the IC card and ID based encryption, as compared

to the authentication method of mail being currently available. Then the prototype of proposed system is

developed and the feasibility of proposed system is evaluated.
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