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Abstract

In ordinary Web application development, programs are implemented in the standalone environments.
Afterwards, programs are up-loaded to the server, and behaviours are confirmed. However, it would
advance the Web application developments easily by the environment which is able to confirm the be-
haviours directly and to edit programs on the server directly. Especially, when script languages such
as PHP and Perl are used, the compilation work is not needed. Therefore, it is predictable that concise
Web application development can be advanced compared with the development work that the program
uploaded after it compiles like JAVA and C languages which require compilation and confirming the
behaviours. In this thesis, it purposes to measure the response speed of the user request transmission to
the arrival of the response from the server when Ajax is built into the Web application. Thereby, it aims
to measure how to improve the response speed compared with the development techniques in the stan-
dalone. Users can proceed work without waiting for the response from the server by the asynchronous
communication of data transmission with Ajax system. In old-fashioned Web application systems, the
user was only able to wait until all processing was completed on the server when information data input
by the user was up-loaded to the server. Moreover, it is necessary to receive all of the one page data of a
browser in a past technique. By contrast, it leads to the reduction of the amount of the data transfer that
sending and receiving by Ajax between the server and the use because of dealing with only necessary
minimum data. Therefore, it is possible to guess that the response speed between the server and the
user improves from the system where past Ajax is not implemented.

Hosei University Graduate School of Computer and Information Sciences Master’s thesis
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Chapter 1

Introduction

1.1 Motives

The Web application has come to be developed in a lot of developments as the telecommunication
systems progression. Along with it, the communicated volume of data becomes huge, besides the data
format treated becomes complex. The performance of software has hardly ever improved though the
improvement of hardware is remarkable on the development site of the Web application though it is
such a situation. Especially, little improvement is a current state in the improvement by the viewpoint
of the client side that uses the Web application though the improvement by developer’s viewpoint is
repeated.

To solve such a current problem, the settlement plan is presented from the aspect of the client in this

thesis. It aims to improve the transmission speed of the Web application from the aspect of the client.

1.2 Intentions

It proposes the following techniques as a method for the solution of the problem described in the
foregoing paragraph.
In this thesis, it proposes the idea that communicates only a real-time, necessary data between the

server and the clients, because the amount of the communication of data is reduced by using the HTTP



communication with the XMLHttpRequest object of Ajax(Asynchronous Javascript And XML). As a
result, it will lead to the improvement of the response speed, because only the data of a necessary part
will be communicated without exchanging the data for one page at each request from the user side.
Moreover, the user comes never to be going to interrupt work by the time the response arrives because
the data communication between the server and the client can be asynchronously transmitted.

This thesis consists of five chapters: In this thesis, it mentions about the technology that has been
used by the time the theory named Ajax is established in Chapter 2, and it describes a useful point
for the improvement of the response speed by using Ajax in Chapter 3, and the response speeds of the
old-fashioned system development method are compared with Ajax systems response speed in Chapter
4. Then, the evaluation of the result in this thesis,and the problem in the future are summarized in

Chapter 5.



Chapter 2

Related Works

Recently, it is remarkable that growth in hard respect of the performance of the telecommunication
facilities and the server in the development of the Web application. However, it is a situation hardly
seen on the improvement of the Web application excluding the growth of the linguistic level [1] . In
the data communication of the Web application development, it is greatly useful for the growth of the
developing method to try the reduction in volume of data in the future. Moreover, it is possible to
expect the Web application implementation support system as a study support system for beginner’s
programmer who doesn’t have the technology and knowledge that constructs the server environment.

The following technologies besides HTML including a static input form were researched by the

time the theory named Ajax established it as a related research [2] .

e Nesting frameset
e Hidden iframe

e Remote scripting



2.1 Nesting frameset

In traditional HTML method including a static input form, the entire page of a browser was reloaded
to sent the content of the input to the server. In this method, the user have to send and receive needless
data besides it is necessary to receive the image again when the browser is reloaded.

To evade this problem, updating only a part of the page was adopted that was the technology called
Frameset, which was a claptrap method of dividing the page as many fragments. In this method, how
the window is divided is specified withk Frameset > tag, and which file is allocated in the divided
each frame is specified with F'rame > tag. However, both developments and maintenances showed
the tendency hardly to read code of the made program and to become difficult in this method.

Figure 2.1 is shown the behaviour when Frameset and Frame elements are reloaded.

Framel Framed>
submting dofa
Frame]> Frame]>

=

<Framel> “Framef>

Figure 2.1. Reload behaviour of nesting frameset



2.2 Hidden iframe

The frame is made in the document when the IFRAME element is used, and another document can be
buried. The iframe tag was used to attempt to change a part of the page which was the content of the
display dynamically by Javascript and DHTML instead of using Frameset. However, this method could
not have been accepted as the best method because of a burden of a settlement by the communication of
the data between the code of the main and the iframe tags. Because a browser continues reading until
communication data is completely transmitted. Therefore, it is necessary to wait for the client until the
sending and receiving of data in the hidden irame part was completed.

Figure 2.2 is shown the appearance of modifying content of iframe by Javascript.

CHTML>

<HEAD>

CTITLE>Inline frame document</TITLE>
(SCRIPT TYPE="text/javascript™>

Ak

function modify_contents() { ... }

-

¢/SORIPT o

</HEAD> <Modifping iframe contents>
<BODY>

CIFRAME SRC="iframe contents.html™ HEIGHT="150" WIDTH="600">
unfavorable browser for iframe

{/IFRAME>

</BODY>

HTMLS

Figure 2.2. Modifying contents of iframe by Javascript



2.3 Remote scripting

The technology named Remote scripting achieves the execution of a dynamic communication of data
and the script on the user side and the server side at the same time in the code of the main. It is con-
sisted by the combination of the standard generalized markup language such as HTML and the script
languages such as VBScript and JavaScript. The content of the page was able to be rewritten dynam-
ically by this technology which was the method of the description in Active Server Pages (asp file)
executing Javascript on the user side was called. ASP can be basically performed only by combining
Windows and Internet Information Services(l1S).

Figure 2.3 is shown the architecture of page dynamic generation with ASP on IIS.

<Internet Information Services=

“ASP> —— < ASP scripts=

\

<Browser= <Web site=

~ <HTML>

Figure 2.3. Architecture of page dynamic generation with ASP

\'



This technology was not worth a much satisfaction to the developer of the Web application. This
was due to the Active Server Pages that generated a dynamic content of the page, which was only called

by IE(InternetExploer) and only requested easy GET correspondence on the user side to the server.



Chapter 3

Advantages and Features of Ajax

It is possible to construct the Web applications with the functions and the features by the built-in Ajax
Web applications differed from the system constructed by a old-fashioned development method. In
a old-fashioned Web application, the response was assumed to be a Web page after the request was
transmitted to the server and the receipt page transition was generated. On the other hand, it becomes
possible to achieve the production of a dynamic Web application not to accompany the page transition
in Ajax. For instance, in real time displaying the retrieval result by applying Ajax to the Web retrieval
becomes possible. It becomes possible to achieve it while the user inputs the key by the background
though the retrieval was done after the user inputs the search condition so far. However, to develop the
system that builds in Ajax is not to be able to develop more easily than a old-fashioned Web application
is developed.

On the other hand, the fact that Ajax development embraces so many different technologies makes
it a lot more useful. Here is a listing of the technologies that work together to make an Ajax Web

application [3] :

o XML
e DOM
e CSS
o XMLHttpRequest

Javascript



A lot of technologies have been invented by the time Ajax established as shown in the preceding
chapter. In the technology that has been invented, there is the one named DHTML as a technology that
looks like Ajax. Only a static HTML page had existed before DHTML invented. In a word, it was not
possible to move it freely in the script after the characters and the images became to remain displayed
on the page. This is DHTML that can freely operate data on HTML, and treats data on the page as a
target. Various processing became possible with information as Document Object Model(DOM) but
not treating the HTML data as the only mere text and the image. The part concerning such a display is
executed by accessing CSS with JavaScript. As a result, the role of HTML, CSS, and JavaScript was

clearly separated as follows.

e HTML:Showing the structure and the model
e CSS:Showing the method of the display

e Javascript:Showing the movement

The asynchronous communication of XMLHttpRequest transmission was added to such technolo-

gies is called Ajax.
The reduction method and the asynchronous communication of the sending and receiving data

are treated as the especially concrete effect in this thesis. The items from which the following are

enumerated is a content treated with this thesis.

e Javascript
e DOM
o XMLHttpRequest

10



3.1 Reduction of communication data volume

In a old-fashioned Web application, the request is transmitted from the client to the server. In that
case, when the response is received from the server, it is necessary to reread the data of one browser
page. On the other hand, only a part of a browser can be dynamically updated using Javascript and
DOM in the Web application that builds in Ajax. It becomes possible by operating DOM of HTML
by Javascript that limiting data are not reloaded and limiting the targeted data of the entire page. As
a result, it becomes possible to reduce the amount of sending and receiving of data between the client
and the server more than a old-fashioned development method [4] .

Only target data can be received to the client without receiving tedious image data etc. by reducing
the volume of communicating data as an advantage in cases where Ajax is built in. In this method, a
browser has no occasion to receive useless data, and the necessity to reload tedious data is lost.

Figure 3.1 is shown with regard to the difference of the correspondence procedure in the old-

fashioned Web application and the correspondence procedure by Ajax Web application.

It is inefficient of reloading the browser because all the HTML data is received by the browser of
the client in a old-fashioned method. On the other hand, it becomes possible to update dynamically
only one part of the page because the XML data is received in Ajax. Furthermore, the communication

data in Ajax does not necessitate the form of XML to receive, and can be received as text data.

11
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Figure 3.1. Difference between old-fashioned correspondence procedure and Ajax
3.2 Achievement of asynchronous communication

The asynchronous data communication by XMLHttpRequest is given as a different point from the
old-fashioned Web application besides the reduction in the amount of the communication of the data
previously described.

It was necessary to wait for a browser until the request was transmitted from a browser of the client to
the server to communicate synchronously in a old-fashioned Web application, and to wait the reception
of the response from the server ended completely. Contrary to this, it becomes possible for the user to
work without waiting for the arrival of the response from the server to communicate asynchronously
in the Web application that builds in Ajax. In a word, the page transition is not accompanied, and it

becomes possible to achieve the production of a dynamic Web application. As a result, it can be said

12



that the response speed will improve more than old-fashioned methods.

Figure 3.2 is shown the behaviour of synchronous communications and the asynchronous commu-
nication. In synchronous communications, the request from the client reaches the server. The request
data reaches the server, and the server sends processing result to the client. The page transition is done
only after the browser of the client receives the data of one page at the end. On the contrary, itis under-
stood that the client is processed waiting for neither the processing of the server nor the transmission of

the response in the asynchronous communication. In consequence, the communication of data becomes

possible without causing the time-out of a browser.
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Figure 3.2. Synchronous and asynchronous communications
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Chapter 4

Comparison with Old-fashioned System

The advantages to use Ajax and the problem of old-fashioned Web application has been described in
previous chapters. In this chapter, the Web application that actually implements Ajax is developed, and

how it is excellent is measured compared with a old-fashioned system.

4.1 Implements of Web application

First of all, the Web application that becomes an object is implemented. In this thesis, "Web application

that supports the development of the Web application” is implemented building in Ajax. Concretely, it
becomes the application of the following system configurations.

To use this development support system, user ID and password are input in the login forms. Tran-
sition page is branched on this login page either the administrator user who manages this system or
the developer user who uses this system. The user moves to the management page of the system, and
can manage the developer user’s making, change, deletion, and the developer user’s source file when
logging it in as the administrator user. Moreover, the user moves to the home page in the development
workspace distributed by login ID when logging it in as the developer user. The developer user can

confirm the operation of the source file and can manage the source file on the home page.

14



4.2 Cross-browser processing

In Ajax, there is a possibility that behaviour by each browser is different because Javascript codes
are used. It becomes impossible for a lot of user to use the system where Ajax is implemented in this
method though there is no problem if version and OS of a targeted browser are limited. This problem
became definite in about 1998 years when Netscape Navigator and Internet Explorer were upgraded to
versions 4. It was because each browser implemented DHTML that was the hot technology at that time
with a different specifications. The technology of cross-browser to move it with only one code was
created at that time, and the difference of the browsers was absorbed by this technology. In this thesis,
to deal with this problem, the class that processed the cross-browser decided to be made.

The function named checkBrowser is implemented to judge whether Ajax can be operated on the
browser of the user. This function judges whether Ajax can be operated on the browser. It returns true
when the browser can operate Ajax code, and returns false when it can do. As a result, it is necessary
to add processing when it is judged that Ajax can be operated. The following code is the excerpt parts

of the source code file that processes cross-browser problem.

function checkBrowser(){

var a,ua = navigator.userAgent;

this.ow = {
safari :
((a=ua.splitCAppleWebKit/)[1]) ? a.split(.’)[0] : 0) >= 124,
konqueror :
((a=ua.splitCKonqueror/)[1]) ? a.split(;)[0] : 0) >= 3.3,
mozes :
((a=ua.split(Gecko/N[1]) ? a.split( )[0] : 0) >= 20011128,
opera :
("window.opera) && ((typeof XMLHttpRequest)=="function’),

msie :

15



("window.ActiveXObject) ? (!lcreateHttpRequest()) : false
}
return (

this.bw.safari ||

this.bw.konqueror ||

this.bw.mozes ||

this.bw.opera ||

this.bw.msie

In this function, the following browsers are judged for using this system. The message that it is not

possible to correspond when a browser not recorded in following list uses this system is displayed.

Higher version since 6.0 of Windows Internet Explorer

Higher version since 3.3 of Konqueror

Higher version since 1.24 of Safari, OmniWeb and Shiira

Higher version since 2001/11/28 of Firefox, Netscape, Galeon, Epiphany, K-Meleon and Sylera

e Higher version since 8.0 of Opera

4.3 Comparison of Web applications

It is implemented that the Web application development support system with Ajax as shownin 4.2 . In
this section, itis compared that the time taking to send and receive the data of the old-fashioned system
to the time taking to send and receive the data of the system with Ajax.

The environment that confirms behaviours of Web application development support system with

Ajax is as follows.

e Environment of client side: Windows XP, Pentium M 1.60GHz, 1.48GB RAM
e Environment of server side: CentOS 4.0, Xeon 2.4GHz, 2.0GB RAM

16



e Transmitted volume of data and measurement frequency: 10KB Text data, 10,000 trials

The following table is the results of measuring the time of sending and receiving the data in the both

systems.

Table 4.1. Comparison of Web applications

\ AVERAGE SPEED
OLD-FASHIONED SYSTEM | 140msec
AJAX SYSTEM 2.2msec

It is understandable from the result that the time of the sending and receiving the data of the system
implemented Ajax is about sixty times faster than the old-fashioned system’s. The reason for this result
is implementation of the system that is the technique for sending and receiving only the edited text data.

As a result, the response speed has improved without sending and receiving useless data.

17



Chapter 5

Conclusion and Future Works

5.1 Conclusion

In this thesis, the response speed of the Web application that built in Ajax is compared to the Web
application constructed by a old-fashioned development method. It turns out that the response speed of
the system implemented Ajax is more excellent than the Web application developed by a old-fashioned
technique like as shown in the result in Table 4.1 . Moreover, it is holding promise that the system
implemented Ajax becomes help that promotes programing technique of beginner programmer who

does not maintain the technology that constructs environment of the server.

However, there are some problems to build Ajax into the Web application. Corresponding to a treated
cross-browser is one of the problems in this thesis. It is necessary to create some means to bridge the
gap of the specification between browsers. To deal with this problem, the particular class was made in
this thesis. In general, limiting the utilizing environment might become a counter measure.

In addition, the cross-site scripting by client side scripts like Javascript codes is enumerated as other
problems of Ajax Web applications. Furthermore, the client side script as Javascript is effective as the
means to offer User Interface that the response to the user’s operation is quicker than the server side
program, and operativeness is higher. It is ordinary action for the Web application to process burying

the input data under the HTML page. If a malicious script is included in input data, the Web application

18



will bury a malicious script under the HTML page. On the other hand, it is not possible to use it for the
purpose of security though the client side script is profitable for user’'s convenience. For this reason,
it is necessary to sanitize to the data sent to the server appropriately to deal with this problem. It is

necessary to check the user input value on the server side program, and to acquire security.

5.2 Future Works

It can be said that the Web application implemented Ajax is very useful if these problems are solved. It
is clear from the result of Table 4.1 in this thesis. It is because about sixty times the speed is measured
with this thesis according to the response speed of the old-fashioned Web application.

Moreover, the attempt to combine Flash being able to expect similar behaviours with Ajax is inves-
tigated. It can be expected that such a lot of researches will develop in the future.
It should be pointed out that more and more systems implemented Ajax will be developed in the

Web application development in the future.
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Appendix A

Source codes

A.1 Administrator source codes

admin_complete.php

<?php
// DD0DO000O000
require_once(’../libs/admin_check.php’);
// O000O00ooooooooon
require_once(’../libs/DatabaseBridge.class.php’);
/[[Smarty OO0OQOO
require_once(’../libs/CustomSmarty.class.php’);
// D0DO0D0D0oOo0o0d
require_once('../libs/config.php’);

[/ DoooOoOoO
session_start();

//f 000000o0oooooooood

if(isset($_POST[ returnd&{M
header(’Location: E_ADDRESS.’admin/admin_edit.php’);
exit;

[/ OO00D0O000O00o0o0
$auth_name = $_SESSION['admin_name’;
$auth_pass = - $ _SESSION['admin_pass’];

/l 00000000000

if(isset($_SESSION['admin_name’]) && isset($_SESSION['admin_pass)}{
unset{$_SESSION['admin name)
unset($_SESSION['admin_pass’]);

[/ O00D0DO000O000oo00ooon
$db = new DatabaseBridge();

// O0DO0D0O00oOgo
$query = 'UPDATE
auth_tab
ET

auth_name = \".$auth_name.\’ ,
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auth_pass = \".$auth_pass.'\' ,
edit date = \". date(’Y m-d H:i:s’ '\
WHERE admin_flg = " ADMIN_FL

|f($db >query($query)){
= new CustomSmarty()
$cs>a_SS|?n(massage DDDDDDDDDDDDDDDD)
$cs->display('admin_complete.tpl’);

else{
echo $db->get_error();

7>
admin_confirm.php

<?php
/[l OOoOoDooood
require_once('../libs/admin_check.php’);
MfSmarty 00000
require_once('../libs/CustomSmarty.class.php’);
/[ O0O0D0DO00oQgoO
require_once('../libs/config.php’);

// 0000000
session_start();

//f 000000000 0o0ooooooo

if(isset($_POST[ return'_]|)8){wI
header(’'Location: E_ADDRESS.’admin/admin_info.php’);
exit;

}

$error_msg = "

I/l DDDDDDDDDDDDDDDDDD

if(isset($_ SESSION ‘admin_name’])) && |sset $ _SESSION['admin_pass’])){
$auth_name = $_SESSION['admin_name’
$auth_pass = $ SESSION['admin_pass’];

//POST DO0OODOOOOOO

if(isset($_POST[ confirm’])){
$auth_name = ﬁ _escape_strin érlm($ POST[ admin_id));
$auth_name tmispecialchars($auth_name);
$auth_pass = ﬁg _escape_string(trim($_POS [admln_pass’]));

$auth_pass tmispecialchars($auth_pass);
//l 000000
if($auth_name ==

$error msg =" OO0 IDODOOCOOOOC<br>"
if(preg_match(’/[0-9a-zA-Z]/',$auth_name)){

$errormsg .= " OOOIDOODOOODOOOOOOOOOOODO-<br>"
if(strlen($auth_name) > 15){

$errormsg .= " 0O0OOIDOISO00000000000O0O0ODO<br>"
if($auth_pass == "){

$error msg =" OO000O0O0O0OCOOOO<br>"
if(preg_match(’/['0-9a-zA-Z]/",$auth_pass)){

$errormsg .= " OO00000O0O00OOOCOOOOOOOOODO-<br>"

22



?>
ad

<?

if(strlen($auth_pass) > 15){
$error msg =" 000000 15000000000000003<br>"

[/ 0000000000000
if($error_msg 1= ")}
$cs = new CustomSmarty();
$cs->assign('admin name’ ‘$auth __name);
$cs->assign(’'admin_pass’, $auth_pass);
$cs- >a35|? ‘error’, $error_msg);
$cs->display(admin_editpl’);

else
${SESSION 'admin_name’] = $auth_name;

$ _SESSION['admin gass] = $auth_pass;
$cs = new CustomSmarty();

$cs- >aSS|gnEadm|n name’ ‘$auth_name);

$cs->assign(’admin pass $auth pass);

$CS>aSSI?n(massae oo0o0oDoooooooooooon?y,
$cs->display('admin_confirm.tpl’);

min_edit.php

php

// OO0O0DO00oog
require_once('../libs/admin_check.php’);

/ 000000000000000
require_once(’../libs/DatabaseBridge.class.php’);
f[Smarty 00000

require_once(. /Ilbs/CustomSmarty class.php’);
// OO00oOoog

require_once('. /I|bs/conf|g php");

[/ DoooooO
session_start();

//f D000000o0ooooooooooon
if(isset($_SESSION['admin_name’]) && isset($_SESSION['admin_pass)}{
$cs = new CustomSmarty();
$cs- >aSS|gnEadm|n name’ ,$_SESSION['admin_ name])

$cs- >a33|? ‘admin_pass’, $ ‘SESSION['admin_pass’]);
$cs->display(admin_edit.tpl');
else{

// 00000000000040on
$db = new DatabaseBridge();

J/ 0000000000
$query = 'SELECT

FROM
auth _tab
WHERE
admin_flg = \".ADMIN_FLG."\";

if($db->query $cLuery)){
$result = et_result();
if(fassoc = pg_fetch_assoc($result))
$cs = new CustomSmarty();
$cs->assign('admin name’ $assoc[auth name])
$cs- >a33|? 'admin_pass’ $assoc[ auth_pass’));
) $cs->display(admin_edit.tpl’);

23



}else{
echo $db->get_error();
}

7>
admin_home.php

<?php
// DD0DO000OO000
require_once(’../libs/admin_check.php’);
f[Smarty 00000
require_once(’../libs/CustomSmarty.class.php’);
/[ O00D0O00ogoo
require_once(’../libs/config.php’);

[/ DoooOooO
session_start();

$cs = new CustomSmarty();

7>$cs >display(‘admin_home.tpi");

admin_info.php

<?php
// DoOOOooogo
require_once('../libs/admin_check.php’);
// DDO000000000o000on
require_once(’../libs/DatabaseBridge.class.php’);
ffSmarty 00000
require_once('. /Ilbs/CustomSmarty class.php’);
// OO0O0Ooog
require_once('. /|IbS/C0ang php’);

[/ DoooOooO
session_start();

/[ D0000000ooooooooooon
if(isset($_SESSION['admin_name’]) && isset($_SESSION['admin_pass)}{
unset($_SESSIO [admm name;)
unset($_SESSION['admin_pass’]

[/ O00D0DO000000oo00ooon
$db = new DatabaseBridge();

// OO00O00oOooood
$query = 'SELECT

E
admin_flg = \".ADMIN_FLG."\";

if($db->query($quer
($res(1 y&% yg)({ result();
if($assoc = pg_ etch_assoc($result)){
$cs = new CustomSmarty();
$cs->assign('admin name’ $assoc[ auth_name’));
$cs- >aSS|? ‘admin_pass’ $assoc[auth ‘pass’]);
$cs->display(‘admin_info.tpl’);

else{
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2>

echo $db->get_error();

member_complete.php

<?

?php

// 00000000 _
require_once(’../libs/admin_check.php’);

// DDDO000000O0o0DoOg
require_once(’../libs/DatabaseBridge.class.php’);
MfSmarty 00000
require_once(’../libs/CustomSmarty.class.php’);
// D0DO0D0o0oOo0o0d
require_once('../libs/config.php’);

//f OO000oOooooood
require_once('../libs/MemberHandle.class.php’);

// 0000000
session_start();

//f 0000000 0oooooooooo
if(isset($_POST[return’]){
[/ O0DO00oO0oOoodo
if(lisset($_SESSION['auth _key])){
header(’Location: ".HOME_ADDRESS.’admin/member_regist.php’);
exit;

|f2{||sset($ SESSION['del_flgT)}{
header(’Location: '.HOME_ADDRESS.’admin/member_edit.php’);
exit;

else
h({eader( 'Location: '.HOME_ADDRESS.’admin/member _list.php");
exit;

) }

//f D0DO000O00o0oooon

|f(|sset$ SESSION['auth _name’]){
$auth name = $ SESSION['auth_nameT;
unset($_SESSION['auth_name’]);

if(isset($_SESSION['‘auth _pass)}{
$auth pass = $ SESSION[auth_passT];
unset($ SESSION['auth_pass’));

|f(|sset$ SESSION ‘auth_key){
$aut eg ESSION[auth key;
unset($_. ESSION[auth key])

|f(|sset($ SESSION['del_fl {I
$del g = $ SESSIO T[Ide flg’];

unset( _SESSION['del_flg');
//DDDDDDDDDDDDDD
$db = new DatabaseBridge();
//DDDDDDDDDD
if(lisset($auth_key)){

// OO0O0D0OO0

good
I

O
$query = 'INSERT INTO
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auth_tab(
aath_name
auth”pass

admin_flg

VALUES
\".$auth_name."\’ ,
\".$auth_pass.\' ,
""DEV_FLG/

|f($db >query($query){
= new CustomSmarty()

$CS>aSS|gn(massage 000000000 0OO0O0OoOoOoOY);
$cs—>a_35|?n(t|tle’ ’ oooogoooooooooar),
$cs->display(’'member_complete.tpl’);

else{
echo $db->get_error();
exit;

// 000000 nextval OO0O0O0O

guery 'SELECT CURRVAL(Vauth_tab_auth_key seq\) AS auth_key’;
$db->query($query);

$result = ‘$db->get_result();

$assoc = pg_fetch_assoc($result);

/[ DO000000000ooag
$mh = new MemberHandle($assoc[auth_key’]);

/ O00000000o0ooa
|f(l$mh >initialize()){
echo $mh->get_error();
exit;

else{
/[ OO0O0D0OO0O0O0000
if(lisset($del_flg)){
// ODO0O0D0O0O0000
$query =
'UPDATE
auth_tab
ET

auth_name = \".$auth_name.\' ,

auth_| ass = -\, $auth pass.’V ,

edit date = \ date&Y m-d H:i:s).'V
WHERE auth _key = \".$auth_key.\";

if($db->query($query))
$cs = new CustomSmarty();

$cs->assign('massage’,’ oooooooooooooooo;
$cs—>a_33|?n(t|tle’ ' ooopooooooooooy;
$cs->display('member_complete.tpl’);

else{
echo $db->get_error();
else{

[/ OO00D000000oo0gd
$mh = new MemberHandle($auth_key);

// OO0O0O00ooo
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|f(|$mh >terminate()){
echo $mh->get_error();
exit;

// OOO0DOOO0o0Oo0
$query =
'DELETE FROM
auth _tab
WHERE auth_key = \".$auth_key."\”;

|f($db >query($% ery)){

= new CustomSmarty();
$cs ->assign(’ massage’ ' oooooooooooooo?);
$cs->a_33|?n(t|tle 0ooooooooooo?),
$cs->display('member_complete.tpl’);
else{
echo $db->get_error();
) }
7>

member_confirm.php

<?php
/[ OOoOoDoooogd
require_once(’../libs/admin_check.php’);
// OO00000oooooooooo
require_once('../libs/DatabaseBridge.class.php’);
/[Smarty OOO00ODO
require_once('../libs/CustomSmarty.class.php’);
// 000000000
require_once('../libs/config.php’);

// 0000000
session_start();

/[ O000o0oooooooon

if(isset($_POST[ return'_]|)8){wI
header(’Location: E_ADDRESS.’admin/member_list.php’);
exit;

$error_msg =

[/ 0000000000 000000000

if(isset($_SESSION[auth _hame’]) && isset| $ _SESSION['auth_passT){
$auth_name = $_SESSION['auth_name’
$auth_pass = $ SESSION[auth_pass’];

//POST DOODOOOOOOO
if(isset($_POST[ confirm’])){
grlm($ POST['auth_name));

$auth_name = ﬁg _escape_strin
$auth_name = htmispecialchars($auth_name);
$auth_pass = ﬁ _escape_string(trim($_POS [auth_pass 0);
$auth_pass = htmlspecialchars($auth_pass);
[/ 0000000
if(fauth_name == "){
$error msg =" OO0 IDODOOCOOOO<br>"

if(preg_match(’/["0-9a-zA-Z]/',$auth_name)){
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$error msg .= " OO0 IDOOOOOOOCOOOCOOOOOO<br>"

if(preg_match(’/[0-9a-zA-Z]/',$auth_name) && strlen($auth_name) > 15){
$errormsg .= " OOOIDOISO000C0OO0O0O0O00O0OODO<br>"

/[ OO IDOO0OO0O
[/ 00000DO0O0O0OOoO0O0oo
$db = new DatabaseBridge();
[/ OO00oOooOoooog
$query = 'SELECT
cc())l\ljlnt(auth_key) AS same_count

auth_tab

WHERE
auth_name = \".$auth_name. AND
auth_key = ’.$_SESSTON{’auth_key'].' AND
admin_flg = \".DEV_FLG."\";

if($db->query($query)){
Sresult =" $d ->get_resu|t(2;
$assoc = pg_fetch_assoc($result);
if(fassoc['same_count] != 0){
$error_msg .= " OO00000OO0IDOOOOOOOOOO<br>"

else{
echo $db->get_error();

if(Pauth_pass == "){
$error msg =" OOO0OO0OO0OOCOOOO<br>"

If(preg_match(’/["0-9a-zA-Z]/,$auth_pass)){
$error msg = " 00000000 U0DOOOOOOO0OO0OOODO<br>"

if(preg_match(’/[0-9a-zA-Z]/",$auth_pass) && strlen($auth_pass) > 15){
$error msg =" 000000 15000000000000003<br>"

if($error_msg = "){

[/ 0000000000

if(lisset($_SESSION['auth_key]){
$cs = new CustomSmarty();
$cs->assign('auth_name’,$auth_name);
$cs->assign('auth_pass’,$auth_pass);
$cs—>a_33|?n ‘error’, $error_msg);
$cs->display('member_regist.tpl’);

else
$E{:s = new CustomSmarty();
$cs->assign('auth_name’,$auth_name);
$cs->assign('auth_pass’,$auth_pass);
$cs—>a_33|?n ‘error’, $error msP;;

) $cs->display('member_edit.tpl’);

else{
[/ 000000000000
$ SESSION['auth_name’] = $auth_name;
$_SESSION['auth_pass’] = $auth pass;

$cs = new CustomSmarty();
$cs->assignE’auth_name’,$auth_name);
$cs->assign('auth_pass’,$auth_pass);
/[ ODO00OO0DOO0ODoOo
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if(lisset($_SESSION['auth_key'])X{

$cs->assign('massage’,’ oooooooooooooooon?),
$cs->assign§’title’,’_ O000000oooooooY),
$cs->assign(’submit_name’,’regist’);
$cs->assign('submit_value’,’ oo,
else{
$cs->assign('massage’,’ oooooooooooooooon?),
$cs->assign§’title’,’_ Oooo0DoooooooooY;
$cs->assign(’'submit_name’,’edit’);
$cs->assign('submit_value’,’ oo,
§c5->display(’member_confirm.th’);
7>
member_delete.php
<?php
// DODO00000 .
require_once(’../libs/admin_check.php’);
/ D0DD000000O0oD0oog
require_once('../libs/DatabaseBridge.class.php’);
/[Smarty OO0O0ODO
require_once('../libs/CustomSmarty.class.php’);
/[ O0O0D0DO00ogoo
require_once('../libs/config.php’);
// 0000000
session_start();
/[ DOoooOoOooooog
if(isset($_POST['auth_key']){
$_SESSION['auth_key’] = $ POST['auth_key];
if(isset($ POST[’deIete’})){
) $ SESSION['del_flg'] = TRUE;
// 000000000 00O0oo
$db = new DatabaseBridge();
/[ OO00oO00ooooog
$query = 'SELECT
*
FROM
auth_tab
ERE
auth_key = \".$_SESSION[ auth_key’]."V
AND admin_flg = V'.DEV_FLG.\”;
if($db->query($query){
$result = d%-> et_result();
if(fassoc = pg_fetch _assoc($result)){
$cs = new CustomSmarty();
$Cs—>ass!gn§'auth_name’,$assoc[‘auth_name’]);
$cs->assign(’auth_pass’,$assoc[auth_pass’]);
$cs->assign('massage’,’ 0ooboDooooooooooooono;
$cs->assign§’title’,’ oo0oooooooooo?);
$cs->assign(’'submit_name’,’delete’);
$cs->assign('submit_value’,’ oo,

$cs->display(’'member_confirm.tpl’);
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elsef
echo $db->get_error();

7>
member_edit.php

<?php
/[ DOoOoDooood
require_once('../libs/admin_check.php’);
// 000000000 0o0o0ooo
require_once('../libs/DatabaseBridge.class.php’);
/[Smarty OO0OGO0O
require_once('../libs/CustomSmarty.class.php’);
[/ OO0O0D0OO0ogoo
require_once(’../libs/config.php’);

[/ oooOoo0oO
session_start();

[/ 0000000000000000000

if(isset($_SESSION['auth_name’]) && isset($_SESSION['auth_pass’)){
$cs = new CustomSmarty(%;
$cs->assign(‘auth_name’,$ _SESSION['auth_name’]);
$cs->assign(‘auth_pass’,$ _SESSION['auth_pass’]);
$cs->display('member_edit.tpl’);

else
if(isset($_POST['auth_key’])}{

: $ SESSION['auth key'] = $ POST['auth_key'];

// D00OD0OOoOOoOooopooo
$db = new DatabaseBridge();

// 0000000000
$query = 'SELECT
*

FROM
auth_tab
WHERE

auth_key = \".$_SESSION['auth_key’]."V
AND admin_flg = \".DEV_FLG.\";

if($db->query($query){
$result = $db->get_result();
if(fassoc = pg_fetch_assoc($result)){
$cs = new CustomSmarty();
$cs->assign('auth_name’,$assoc['auth_name’]);
$cs—>a35|?n ‘auth _gass’,$assoc[’auth_pass’]);
) $cs->display('member_edit.tpl’);

else{
echo $db->get_error();
}

7>
member_list.php

<?php
// DOoOoDoOooogd
require_once('../libs/admin_check.php’);
// O000000000oooooo
require_once('../libs/DatabaseBridge.class.php’);

30



f[Smarty 00000
require_once(’../libs/CustomSmarty.class.php’);
/ DODDOO0O0Ooo
require_once(’../libs/config.php’);

[/ ooooo0oOo
session_start();

/ 00000000000

ifisset($_SESSION['auth_name ]) && isset($_SESSION['auth_pass’])){
unset($_SESSION['auth_name’
unset($_SESSION['auth” pass]

if(isset($_SESSION['auth_key’ ]))g
unset($_SESSION['auth_key’]

if(isset($_SESSION['del_flg ]))g
unset($_SESSION['del_flg]

[/ 0000000000 0000
$db = new DatabaseBridge();

/ 000O0OoOoooo
$query = 'SELECT

FROM

auth_tab

HERE

admin_flg = \".DEV_FLG."V
ORDER BY auth_key";

if($db->query $cLuery)){
$result = >get_result();
$member = array();
while($assoc = pg_fetch _assoc($result)){
array_push($member,$assoc);

CS = new CustomSmarty()
$cs- >a33|?n( members’ $member)
$cs->display(member_list.tpl’);

}élse{
echo $db->get_error();

>
member_regist.php

<?php
/[l DOoO0DoOooog
require_once('../libs/admin_check.php);
MfSmarty 00000
require_once(. /I|bs/CustomSmarty class.php’);
// 00000000
require_once('. /|IbS/C0ang php’);

[/ ooooo00
session_start();

$cs = new CustomSmarty();

/[ O0D00000000o0oooooooon

if(isset($_ SESSION['auth_name’]) && isset($_ SESSION['auth_pass’])){
$cs->assign(‘auth name’ ,$_SESSION['auth_name’]);
$cs->assign('auth_pass’ $ _SESSION['auth_pass’));
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}

?>$cs—>display(‘member_regist.tpl');
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A.2 Library source codes

auth.php

<?php
/[ OO00000oooooooooon
require_once(’libs/DatabaseBridge.class.php’);
/[Smarty OO0OGO00O0O
require_once(’libs/CustomSmarty.class.php’);
/[ O0O0D0DO00oOooo
require_once(’libs/config.php’);

/0000000
session_start();

/[POST DDDDDDDDDD
$auth_name = pg_escape_string(tri &$ POST['login_id']));
$auth_pass = pg_escape_string(trim($_POST[’ ogln password M;

[/ O00D0DO000000oo00ooon
$db = new DatabaseBridge();

[/ 000000000
$query = 'SELECT
*

FROM
auth_tab
HERE
auth_name =

AND auth_pass

if($db->query $cLuery)){
$result = et_result()
if(fassoc = pg_fetch assoc($resu|t)){
/ 0ooog
if($assoc['admin_flg'] == ADMIN_FLG)
// 00000
$ SESSION['auth’] = ADMIN_FLG;
/0o0o00noon _ .
header(’Location: ".HOME_ADDRESS.’admin/admin_home.php’);

else{
/00000
$ SESSION['auth’] = DEV_FLG;
// OO0 ID
$_SESSION['auth_key’] = $assoc['auth_key’];
// DODoOooooo
) header(’Location: ".HOME_ADDRESS.'workspaces/dev_home.php’);

else{
// 0D0000
$error_msg =" 0O000OOOIDOODOOOOOOOOOOON

[/ 000000000
foreach($_SESSION AS $key => $value){
unset($_SESSION[$key]);

\".$auth_name.’\
= \".$auth_pass.\";

$cs = new CustomSmarty();
$cs- >aSS|?n( error’,$error msg)
$cs->display(login.tpl');
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?>

elsef
echo $db->get_error();

login.php

<?

?>

php

f[Smarty 00000
require_once(’libs/CustomSmarty.class.php’);
/[ OO00DoOooood
require_once(’libs/config.php’);

[/ DooOooOoO
session_start();

[/ O0O00O00D000
foreach($ _SESSION AS $key => $value){
unset($_SESSION[$key]);

$cs = new CustomSmarty();
$cs->display(’login.tpl’);

utils.php

<?

php

| **

* name:get_files
detail:. O0O0OO0OO0OOOOOOODOOOOOOOOO
param:$dir_name(String)
return:$files(array) oo

*
*
* creation date:2006/12/17
* last modified:2006/12/17
*

function get_files($dir_name){
// 00000000000 000000000
$entries = array();
/[l 00000000
$file_names = array();
/[l 000000oog
$files = array();
/[ 0000000000
$file_name = ”;

[/ 000000000 000oooooooO
if($resource = opendir($dir_name)){
while(($file_name = readdir($resource)) !== false){
array_push($entries,$file_name);

/I O oooooo
closedir($resource);

for($loop = 0 ; $loop < count($entries) ; $loop++){
[/ 00000000 0000ooooooooog
|f($entr|es[$loop1_ I= " && $entries[$loop] = "..){
array_push($file_names,$entries[$loop]);

// O0DO0DOoDoOoog

for($loop = 0 ; $loop < count($file_names) ; $loop++){
files[$loop]['name’ =_$fi|e_names[$loop}; _
$files[$loop]['type’] = filetype($dir_name.’/".$file_names[$loop]);
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if((filesizeﬁ$dir name.’/’. $file_names[$loop])/1000) < 1){
$filesﬁ$_oop][’size_’] = _
cell(filesize($dir_name.’/’.$file_names[$loop])/1000);

I
es§|Ie3[$loo ['size’] =
round(filesize($dir_name.’/’.$file_names[$loop])/1000 , 1);

}
}
) return $files;
| ** ) ]
* name:get_microtime
* detail:microtime 0000000000 "msec sec” DO00OOOOOOOOOO
* param:$sec+$msec(float) 00000o0oooooo
* return:$files(array) Unix epoch (1970 010 10 00:00:.000 OOOODO
0

* creation date:2006/12/20

*/ last modified:2006/12/20

*

function get_microtime(){ o
list($msec, $sec) = explode(" ",microtime());
return ((float)$sec + (float)$msec);

7>
admin_check.php

<?php
/[ 000000000
require_once(’config.php”);

[/ 0000000
session_start();

if($_SESSION[auth’] '= ADMIN_FLG){ )
header('Location: ".HOME_ADDRESS.’login.php’);

7>
ajax.js

[/ OO00O0oO0ooooog
function checkBrowser(){

var a,ua = havigator.userAgent;
this.bw =

= { : : .
safari . ((a=ua.split(AppleWebKit/)[1])?a.split(’.)[0]:0)>=124 ,
konqueror : é(a=ua.sp|itﬁ’_Konqueror/’ 1 ’.la.s_plﬁ)(’;’gg :(;)>:3.3 ,
mozes . ((a=ua.split(Gecko/)[1])?a.split(" ")[0]:0) >= 20011128 ,
opera llwindow.opera) && ((t ;)eof XMLHttBRequestgzz’functlon’) ,
msie !!window.ActiveXObjecty. (createHttpRequest()) : false
return(

this.bw.safari ||
this.bw.konqueror ||
this.bw.mozes ||
this.bw.opera ||
this.bw.msie)

}

IIXMLHttpRequest 00000000
function createHttpRequest(){
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if(window.XMLHttpRequest){

/IWin Mac Linux m1,f1,08 Mac sl Linux k3 & Win e7 O
return new XMLHttpRequest() ;

}élse if(window.ActiveXObject){
/IWin e4,e5,e6 O

try{
return new ActiveXObject(MsxmI2. XMLHTTP’) ;

c?tc{h(e){
ry
return new ActiveXObject('Microsoft XMLHTTP’) ;

catch(e2){
return null ;

}

elsef
return null ;

}

[/ OOoO0o0oO
function sendRequest(callback,method,url,async,sload,user,password){
IIXMLHttpRequest O OO0OO0OO0O0OO
var oj = createHttpRequest();
if(oj == null){
return null;

// OOOopoooo
var sload = (!!'sendRequest.arguments[5]) ? sload : false;

if(sload || method.toUpperCase() == 'GET'){

url +="?’;

|f(sloadP{ ,
url=url+'t="+(new Date()).getTime();
/[ OOOoOoog

var bwoj = new checkBrowser();
var opera = bwoj.bw.opera;

var safari = bwoj.bw.safari;

var konqueror = bwoj.bw.konqueror;
var mozes = bwoj.bw.mozes;

[[callback oo
{l{onload:xxxx,onbeforsetheader:xxx}
if(typeof callback=="object’)
var callback _onload = callback.onload;
var callback”onbeforsetheader = callback.onbeforsetheader;

else
var{ callback_onload = callback;
var callback_onbeforsetheader = null;

/[ OOO0O

if(lopera || safari || mozes){

oj.onload = function(){
callback_onload(oj);

}éls_e{ .
oj.onreadystatechange = function(){
if ( oj.réadyState == 4 ){
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callback_onload(oj);

}}

//JURL 00000 _

var data = ’&flle_number=’+document.getEIementBEId('ﬂIe number’).value+

. ‘&source="+encodeURL(document.getElementByld(’'source’).value);
|f(m|ethoddtoUpperCase( == 'GET'){

url += data;

flopen 0OO0ODO
oj.open(method,url,async,user,password);

[/ OOoOoOog
if(!'callback_onbeforsetheader){
callback _onbeforsetheader(oj);

/[ O00O00OO g
setEncHeader(0j);

flsend 0OO0OO
oj.send(data);

//JURI ODOO0O00DO0OO0O0DOO0
function setEncHeader(0j){
/000 apPIication/x-www-form-ur_Iencoded ooo
var contentTypeUrlenc = ’application/x-www-form-urlencoded; charset=UTF-8’;
if('window.opera){
oj.setRequestHeader('Content-Type’,contentTypeUrlenc);

else
if((j[{ypeof oj.setRequestHeader) == ’function’){
oj.setRequestHeader(’Content-Type’,contentTypeUrlenc);

return oj

/URL 00000 (UTF-8)
function encodeURL(str) {
var character = "}
var unicode =",
var string ="
var | = 0;

for (i = 0; i < str.length; i++) {
character = str.charA(tj(l)' )
unicode = str.charCodeAt(i):;

if(character == '’
(string += '+'; "

else{
iflunicode == Ox2a ||
unicode == 0x2d ||
unicode == 0x2e ||
unicode == O0x5f ||

((unicode >= 0x30) && (unicode <= 0x39)) ||
((unicode >= 0x41) && (unicode <= 0x5a)) ||
((unicode >= 0x61) && (unicode <= 0x7a))

string = string + character;
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}else&
if((lunicode >= 0x0) && (unicode <= Ox7f)}{
character = '0’ + unicode.toString(16);

string += '%’ + character. substr(character length - 2);
else |f(un|code > Oxlfﬁ"ff)gr (

string += %’ + (oxf0 unicode & 0x1c0000) >> 18)).toStrin (16);
string += "%’ + (0x80 + éunlcode & 0x3f000) >> 12)).toStrin
string += '%’ + (0x80 + ((unicode & OxfcO) >> 6)).to trlng(l%
string += %’ + (0x80 + (unicode & 0x3f)).toString(16);
else |f(un|code > Ox7ff)B
string += + éunlcode & 0xf000) >> 12)).toString 16)
string += ’% + (0x80 + ((unicode & O0xfcQ) >> 6)).toString(16);
string += "%’ + (Ox80 + (unicode & 0x3f)).toString(16);
else
st{rlng += "% + §0xco + 2(un|code 0x7¢c0) >> 6)2 toStrmg(lG)
string += %’ + (0x80 + (unicode & O0x3f)). toStrlng 16
}
}
return string;
return oj
config.php
<?php

[/ OODO0O0OO0HOMEBIOOOOO
define('DEV_HOME','/usr/local/develop/’);

//Apache [0 DocumentRoot

define('DOC_ROOQOT’, /usr/locall’);

/[ OO00O0o0ooooooo

define(WORK_SPACES’ ’/usr/local/deveIop/workspaces/’);
// 00000000000o
define(HOME_ADDRESS',’http://localhost/develop/’);
// OO0O00Od

define(ADMIN_FLG’,1);

/00000

define(DEV_FLG’,2);

/DB OO0O0O

9>define(’DB_CONFIG’,’host:Iocthost port=5432 dbname=dev user=admin password=admin’);

CustomSmarty.class.php

<?ph

/linclude Smarty

require once? Smarty/libs/Smarty.class.php’);
/linclude config file
require_once(’config.php’);

| **

* Name:CustomSmarty

* SuperClass:Smarty

* creation date:2006/11/13
*/ last modified:2006/11/13
*

class CustomSmarty extends Smarty{

| **
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name:__construct()

detail: goooogd

creation date:2006/11/13

*/ last modified:2006/11/13

*

public function __ construct(){

$this->smarty();

$this->template_dir = DEV_HOME.’templates’;
$this->compile_dir = DEV_HOME.templates_c’;

* X X

2

DatabaseBridge.class.class.php desheck.php

<?php
// DODO0000000
require_once(’config.php’);

[/ ooooo0oOo
session_start();

if(5_SESSION[auth’] '= DEV_FLG && lisset($_SESSION[auth_key )}
header(’'Location: .HOME_ADDRESS.’login.php’);

7>
MemberHandle.class.php

<?php
/linclude config file
require_once(’config.php’);

| **

* name:MemberHandle

* detail: oooooOoooooa
* creation date:2006/12/15

*/ last modified:2006/12/15
c

lass MemberHandle{

/[l 00000

var $developer_number;
/[l OO0Oogd

var $error_detail;

[ **

* name:__construct
detail: oooooon
param:$dev_num(integer) O00ooo

*

* creation date:2006/12/15
* last modified:2006/12/15
*
p

ublic function __construct($dev_num){
$this->developer_number = $dev_num;

| **

* name:initialize

* detail: oooog
* return:true od

aoo
: 000

* creation date:2006/12/15
*/ last modified:2006/12/15

*
public function initialize(){
// 0000000000000 0OoO

O
[false ooooog
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if(!mkdir(WORK_SPACES.$this->developer_number,0777)){
// 0000000000000 00d

$this->error_detail =’ 0000000000 WORK_SPACES.$this->developer_numbi
return false;

return true;

}
| *x%

* name:terminate

x detail: goooooo
* return:true oooao
* creation date:2006/12/1
*x last modified:2006/12/15
*
p

ublic function terminate(){

//f O000O0000oooooooooog
$resource = ;

//f DO000000o0oo0ooOoooooooooog
$file_name = ";

//f 000000000 poDOooDOoooooooooooo
$file_names = array();

[/ O0DO0D0DO0DoOood

$dir_name = WORK_SPACES.$this->developer_number;

[/ DO00000000boO0O0O000oo0oon
if($resource = opendir($dir_name)¥
while(($file_name = rea6d|r§_$resource)) I==false){
array_push($file_names,$file_name);

or($|oo¥3 = 0 ; $loop < count($file names? ; $loop++){
if(is_file($dir_name.’/’.$file_names[$loop]))
if(lunlink($dir_name.’/".$file_names[$loop])){
[/ 000000000
$this->error_detail =
gooogooown.
' 0O0000:sdir_name.'/ . $file_names[$loop].\n'.
00000000 ID: filegroup($dir_name.’/ . $file_names[$loop]).\n'.
0000000 ID: fileowner($dir_name./.$file_names[$loop]).\n'.
'0Oooooood:fileperms($dir_name.'/ . $file_names[$loop]).\n'.
' 0O0o0o0ooao:filetype($dir_name.'/ . $file_names[$loop]).\n’;

closedir($resource);
return false;

}
}
}
/[ OO0O0O0O0O0O0O000000000oobon
closedir($resource);
if('rmdir($dir_name)){

/ 0Do0oodoooo
$this->error_detail =

'00oOoogoooogoown.
'0O0000oo:sdir_name.\n'.

' 000000 D filegroup($dir_name).\n'.
000000000 ID: fileowner($dir_name).\n'.
0000000000 :  fleperms($dir_name).\n'.
' 0000ooooao:fietype($dir_name).\n’;
return false;

%eturn true;
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}else{
// 00000000000 oOOood

$this->error detail =’ O000o00oo0ooooooooaor,
return false;

**

name:get_error

detail: O0O0O0OO0OOOOOOOOOOO
return:error_detail(String) ooooo

creation date:2006/12/15
last modified:2006/12/15

ublic function get_error(){I
return $this->error_detall;

el o I R
~
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A.3 Developer source codes

dev_complete.php

<?php
[/ OOO0DOoood
require_once(’../libs/dev_check.php’);
/[ OO00000oOooooooooon
require_once('../libs/DatabaseBridge.class.php’);
/[Smarty OO0O0O0
require_once('../libs/CustomSmarty.class.php’);
/[ OO0O0DOoogod
require_once('../libs/config.php’);

// 0000000
session_start();

//f 00000 00oooooooood

if(isset($_POST[ return'_]')&{,v|
header(’'Location: E_ADDRESS.'workspaces/dev_edit.php’);
exit;

[/ 00000000000

if(isset($_SESSION['auth_name’])){
$auth name = $ SESSION['auth_name’];
unset($ SESSIONI auth_name’);

if(isset($_ SESSION[auth pass’)))
$auth pass = $ SESSION['auth_pass’];
unset($_SESSION['auth_pass’]);

[/ OO00000oooooooog
$db = new DatabaseBridge();

[/ DooOOo000oon
if(lisset($del_flg)){
[/ 0000000000

uery =

Squery 'UPDATE
auth_tab
ET

auth_name = \".$auth_name.’\'
auth_pass = \".$auth pass.V
edit date = \” dateRYmd HISKI
WHERE auth_key = \".$ SESSION['auth_key’].'\";

if $db> uery($quer
( g neX/S %ustyg?%Smarty()

$Cs>aj$S|(Ign(massae ooooooooooooooooY,
$cs->display('dev_complete.tpl’);

else{

y echo $db->get_error();
?>}
dev_confirm.php

<?php
/00000000
require_once(’../libs/dev_check.php’);
// DDO000000DoOoooooon
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require_once('../libs/DatabaseBridge.class.php’);
/[Smarty OOO0ODO
require_once('../libs/CustomSmarty.class.php’);
//f 000000000
require_once('../libs/config.php’);

// 0000000
session_start();

/[ O000oO00ooooooo

if(isset($_POST[ return'_]|)8){wI
header(’Location: E_ADDRESS.'workspaces/dev_info.php’);
exit;

$error_msg =

[/ 0000000000000 000000

if(isset($_SESSION['auth _hame’]) && isset| $ _SESSION['auth_passT){
$auth_name = $_SESSION['auth_name’
$auth_pass = - $ _SESSION['auth_pass’];

//[POST DOOODOOOOOO

if(isset($_POST[ confirm’])){
$auth_name = ﬁg _escape_strin érlm($ POST[ auth_name’));
$auth_name = htmispecialchars($auth_name);
$auth_pass ﬁ _escape_string(trim($_POS [auth_pass’]));
$auth_pass tmispecialchars($auth_pass);

[/ 0000000
if(fauth_name ==
$error msg =" OO0 IDODOOCOOOO<br>"

if(preg_match(’/["0-9a-zA-Z]/',$auth_name)){
$error msg .= " OO0 IDOOOOUOOOOOOCOOOOOO<br>"

if(preg_match(’/[0-9a-zA-Z]/',$auth_name) && strlen($auth_name) > 15){
$error msg =" OO0 IDOISO0000000O0000C0O0OD0O<br>"

// OO IDOO0O0OOO
[/ DO000O000000000o0
$db = new DatabaseBridge();
[/ OO00D0OO000000
$query = 'SELECT
R(Egl\t}lnt(auth_key) AS same_count

auth_tab
WHERE
auth_name = \”.$auth name." AND
auth key 1= '.$ SESSTON{ auth_key’].” AND
admin fg \".DEV_FLG."\";

if($db->query $cl)uery)
Sresult = >get_ result(z
$assoc = pg_fetch_assoc $resu|t)
if($assoc[’ same count’] =
$error_msg .= " DDDDDDD IDOOO0DOO0OOoOooo<br>t

else{
echo $db->get_error();

if($auth_pass == "){
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?>

$errormsg =" 000000000000 <br>"
if(preg_match(’/["0-9a-zA-Z]/,$auth_pass)){

$error msg .= " OO0000O0O0O0OCOOOOOOOOODO-<br>"
if(preg_match(’/[0-9a-zA-Z]/',$auth_pass) && strlen($auth_pass) > 15)
$errormsg .= " 000000 1500000000000000<br>"

if($error_msg = "){
$cs = new CustomSmarty();
$cs->assign(‘auth_name’,$auth_name);
$cs->assign('auth_pass’,$auth_pass);
$cs->assign(‘error’,$error_msg);
$cs->display('dev_edit.tpl);

else{
// 000000000000
$ SESSION['auth_name’] = $auth_name;
$ _SESSION['auth_pass’] = $auth_pass;

$cs = new CustomSmarty();
$cs->aSS|gnE’auth_name’,$auth_name);
$cs->assign(’auth_pass’,$auth_pass);

$cs->assign('massage’,’ oooooooooooooooon?y,
$cs->display('dev_confirm.tpl’);

dev_edit.php

<?

php

// O0O0DO00Oog
require_once('../libs/dev_check.php’);

/ 000000000000000
require_once('../libs/DatabaseBridge.class.php”);
f[Smarty 00000
require_once(’../libs/CustomSmarty.class.php’);
/[ OO0O0DoOoogoo
require_once('../libs/config.php’);

[/ DoooOooO
session_start();

[/ 000000000 0000000000

if(isset($_SESSION['auth_name’]) && isset($ _SESSION['auth_pass’])}{
$cs = new CustomSmarty();
$cs->assign('auth_name’,$_SESSION['auth_name’]);
$cs->assign(‘auth_pass’,$ _SESSION['auth_pass’]);
$cs->display('dev_edit.tpl’);

else{
// 00000000 O0O0O0pooo
$db = new DatabaseBridge();

J/ 0000000000
$query = 'SELECT

FROM

auth_tab
WHERE

auth_key = \".$ SESSION[auth_key’].'V
AND admin_flg = \".DEV_FLG.\";

if($db->query($query)y
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$result = $db >get result()

if($assoc = etch_assoc($result)){
$cs = new CustomSmarty()
$cs->assign(‘auth name’ $assoc[auth name]);
$cs- >aSSI? ‘auth_pass’ $assoc[auth pass’]);

) $cs->display(‘'dev_edit.tpl’);

else{
) echo $db->get_error();
}

>
dev_home.php

<?php
// DDODO000O000
require_once(’../libs/dev_check.php’);
/[Smarty OO0OGO0O
require_once('. /Iibs/CustomSmarty.cIass.php’);
// 0000000
require_once('. /|IbS/C0ang php’);

[/ oooOoooO
session_start();

$cs = new CustomSmarty();
7>$cs >display('dev_home.tpl’);
dev.info.php

<?php
// DoOOOooogo
require_once('../libs/dev_check.php’);
// DO0D000000000o00g
require_once(’../libs/DatabaseBridge.class.php’);
ffSmarty 00000
require_once(’../libs/CustomSmarty.class.php’);
/[ OO00D0O00ogoo
require_once(’../libs/config.php’);

[/ DoooOooO
session_start();

U.DD[]DD[]DD[]DD[]DD[]DD[]D
if(isset($_SESSION['auth_name’]) && isset($_SESSION[auth_pass’])}{
unset($_SESSIO [aufﬁ name;
unset($_SESSION['auth”_pass’]

[/ O00D0DO000000o00ooon
$db = new DatabaseBridge();

[/ 0000000000
$query = 'SELECT
*

FROM
auth_tab

HERE
auth_key = \".$ SESSION[auth_key’].'\
AND admin_flg = \".DEV_FLG.\";

if($db->query($quer
($resut aid Cl) >93]22[{ result();
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if(fassoc = pg_fetch_assoc($result)){
$cs = new CustomSmarty();
$cs->assign(‘auth_name’,$assoc[ auth_name’]);
$cs->a_ssi?n ‘auth_pass’,$assoc['auth_pass’]);

) $cs->display('dev_info.tpl’);

elsef
echo $db->get_error();

7>
file_edit.php

<?php
IO
require_once('../libs/dev_check.php’);
//[Smarty O
require_once('../libs/CustomSmarty.class.php’);
I
require_once('../libs/config.php’);
[/ 0000
require_once(’../libs/utils.php’);

I o
session_start();

// OO0

$path = WORK_SPACES.$_SESSION[auth_key;
// OO0 0

$files = get_files($path);

// OO0

$error_msg = 7

Il 0 0
if(i?/_numeric($_GET[’num’])){
0
$file_number = $ GET['num’];

/I O
$file_name = $path.’/’. $files[$file_number]['nameT;
/IO t

if($file_pointer = fopen($file_name , 'rb’)){
if(filesize($file_name) > 0}
/00
$contents = fread ($file_pointer , filesize($file_name));

else{
$contents = ”

/I O 0
fclose($file_pointer);

}else{
1l { O
$error_ msg .= " 0O } <br>":

else{
[IGET ad
if(Yis_numeric($_GET['num’])){
$error_msg .= " OO0 <br>"
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?>

if($error_msg = ")}
$cs = new CustomSmarty();
$cs->assign('files’ $files);
$cs- >a33|? 'message’,$error_msg);
) $cs->display(file_list.tpl);

$cs = new CustomSmarty();

$cs->assign(’source’ $contents)

$cs->assign('file number’,$file_number);

$cs->assign developer numbeér’,$_SE SION[auth key');
$cs- >assulgn 'file_name”$files[$file number][name’]);
$cs->display(file_ edit.tpl’);

file_list.php

<?php

// DOoOoDoOooogd
require_once('../libs/dev_check.php’);

/[Smarty OOGOGO0O
require_once('../libs/CustomSmarty.class.php’);
// oooOooogoo
require_once(’../libs/config.php’);

// DODDO000000DO0
require_once(’../libs/utils.php’);

[/ oooOoo0oO
session_start();

[/ 000000000 000ooad

$path = WORK_SPACES.$_SESSION['auth_key;
/ 000000000000

$files = get_files($path);

[/ OO00DO000OO0Oooo

$error_ msg = ";

// 000000000
if($_POST['regist'1{
j/ 0oooo . _
$file_name = htmispecialchars($_POST['file_name);
/[ O0O00oOoo
if($file_name == "){

$errormsg .= " O0000O0O0OOO0OO0O<br>"
if(preg_match(’/[ 0-9a-zA-Z.]/,$file_name)){

$error msg =" O0000O0D0OOCOO0OOOODOOCOOOOOOO<br>"
if(preg_match(’/[0-9a-zA-Z.]/",$file_name) && strlen($file_name) > 40){

$error msg =" [000000400000000000000040<br>"

or($loo $loop < count($flles) $loop++){

|f($flles[$loop][ name] == $file_name){

$error msg = " 00000000000 OODOOOO00O<br>"

%f(!isset($_POST[’fiIe_type’])){

$error_msg =" O00000000OCOCOOOOO0O0O<br>"
if($error_msg == ")}

[/ 0O0ooooo
if($ POST[ file_type’]l == 1)
$file_pointer = fopen($path.’/.$file_name,'w’);
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fclose($file_pointer);

else if($ POST[file type']l == 2
mkd(lr(?‘ppath } $f|@yrﬁ)ar11e 077%

}
}
[/ 0000000
if($_POST['delete’]){
/[ DO0O0O00g
$file_number = $ POST[file_number’];
if(is_file($path.’/. $ﬂes[$f|le namber][name’]))
if(unlink($path.’/ . $files[$file_number]['name’)){

$error_msg .= $files[$file_number]'name’].’ 00000000<br>
else{
b $error_msg .= $files[$file_number]'name’].’ 0000oO0oooooon
<br>’;
$error_msg .=

00000000 ID: filegroup($path.'/ . $files[$file_number]).’<br>".
0000000 ID: fileowner($path.’/. $files[$file_number]).’<br>".
00000000 fileperms($path.’/ . $files[$file_number]).’<br>’.
'O0000ooao:filetype($path. /. $files[$file_number]).’<br>’;

}else if(is dlr($ ath.’/’". $f|Ies[$f|Ie number]['name’]){
|f(rmd|7$pat . $f|Ies[$f| __number]['name’])}{
$error_msg .= $files[$file_number]['name’].’ O0000o00d<br>

else{
$error_msg .= $files[$file_number]'name’].’ O000o0ooooood

$error_msg .=

00000000 ID: filegroup($path.’/.$files[$file_number]).’<br>’.
0000000 ID: fileowner($path.’/ . $files[$file_number]).'<br>’.
00000000 fileperms($path.’/ . $files[$file_number]).’<br>".

) 0000000 :filetype($path. /. $files[$file_number]).’<br>’;

<br>’;

}}

[/ 0000000

if($_POST[rename’]){
J oodooo _
$file_number = $ POST[file_numberT;
// dDooooogo _
$file_name = htmlspecialchars($_POST[file_name’]);
//l 000000
if($file_number == ")}

$error msg =" O0O0OO0OOOOODOOOOOOOOO<br>
else{
if($file_name == "){
$error msg =" O0000O0O0O0OO0OO0O<br>"
if(preg_match(’/["0-9a-zA-Z.]/",$file_name)){
$error msg =" O00OO0OOO0O0OOO0ODOOCOOOOOOOCOOO<br>"
if(preg_match(’/[0-9a-zA-Z.]/",$file_name) && strlen($file_name) > 40){
$error msg .= " O0O0O0OOO04000000000000004<br>"
if($files[$file_number]['name’] == $file_name){

48



$error msg =" O0000O0O0O00OOOO<br>"

or($loop = 0 ; $loop < count($files) ; $loop++){
if($file_number != $loop && S$files[$loop][name’] == $file_name){
$error msg =" O000OO0OO0OOO0OOOOOOOOOO<br>

}
If($error_ms ’
if(rename?$path.’/’.$fi|es[$fi|e_number][’name’] , $path.’/.$file_name)){
$error_msg .

else{
$error_msg .

<br>"
’ $error_msg .=
00000000 ID: filegroup($path.’/.$files[$file_number]).’<br>’.
0000000 ID: fileowner($path.’/. $files[$file_number]).’<br>".
00000000 fileperms($path.’/ . $files[$file_number]).’<br>'".
' O0000o0oao:filetype($path. /. $files[$file_number]).’<br>’;

) }

// 000000000 0O0oooooocooooo
$files = get_files($path);

$cs = new CustomSmarty();

$cs->assign(‘files’, $files);

if($error_msg != "){
$cs->assign(’'message’,$error_msg);

~ cs->display(‘file_list.tpl’);

savefile.php

<?php
/[l OOoOoDoooog
require_once('../libs/dev_check.php’);
/[ OO0O0DoOoodod
require_once('../libs/config.php’);
// O000O000ooooon
require_once(../libs/utils.php);

I/ OO0 o
$start_time = get_microtime();

[/ 0000000000000 0ag

$path = WORK_SPACES.$_SESSION[auth_key’];
/ 000000000000

$files = get_files($path);

/[ DO0O0OoOoooo
$source =

$files[$file_number]['name’].’ O0000000<br>

$files[$file_number]['name’].’ 00000000000

&file_number=".$_GET]['file_number’]."&source=/","",$ SERVER[QUERY_STRING]

pre'%; replace(

//JURL OOO0O _
$source = urldecode(stripslashes($source));

[/ 0O0O0D0DO00oOooo ]
$source = mb_convert_encoding($source , 'EUC-JP’ , 'UTF-8);

49



7>

[/ 0000000
if(is_numeric($_ GET[ file_number]){
// OO0O0oo0Od
$file_number = $_GET[file_number;
/[l 00000
$file_name = $path.’/". $files[$file_number][nameT;
/ 0D00O000000000
if($file_pointer = fopen($file_name , 'wb’)){
/ 00000000000
fwrite($file_pointer , $source);
// O000D00C0C0o0O0Ogoo
fclose($file_pointer);

else{
// 00000000000 DOooOooo
$error_msg .= 0000o0ooooooooooooooood<brs,
else{
[/GET O00OODO goood 00

o oo
if(Yis_numeric($_ GI,ET[’fiIe number)){

$error_msg . D0o0ood00000o0o000o0<brs;
}
// 000 o
$end_time = get_microtime();
// 0000

$diff time = $end_time - $start_time;
if($error_msg == "){

}

else{
echo ' 00O0O0O0O<br>
echo $error_msg;

echo $files[$file_number]['name’].’ O000o00ood [.dateCY-m-d H:i:s).T;
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